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EXECUTIVE SUMMARY 
U.S. DEPARTMENT OF AGRICULTURE 

FISCAL YEAR 2000 
 NATIONAL FINANCE CENTER 

REVIEW OF INTERNAL CONTROLS 
AUDIT REPORT NO. 11401-7-FM 

 
 

Our audit included procedures to obtain 
reasonable assurance about whether: (1) the 
accompanying description of the internal 
control structure of the U.S. Department of 

Agriculture’s (USDA) Office of the Chief Financial Officer’s (OCFO) 
National Finance Center (NFC) presents fairly in all material respects, the 
aspects of the OCFO/NFC’s policies and procedures that may be relevant 
to a user organization’s internal control structure; (2) the control structure 
policies and procedures included in the description were suitably designed 
to achieve control objectives specified in the description if those policies 
and procedures were complied with satisfactorily; and (3) such policies 
and procedures had been placed in operation as of September 30, 2000.  
Our examination was performed in accordance with government auditing 
standards. 

 
Our review of the internal control structure at 
OCFO/NFC for fiscal year 2000, resulted in a 
qualified opinion.  We noted that actions taken 
by the OCFO were sufficient to reduce the risk 

associated with several previously reported weaknesses; however, we 
found some prior material control weaknesses continued to exist.  Many of 
these weaknesses relate to problems with the legacy Central Accounting 
System (CAS) and its feeder systems1.  The CAS is in substantial 
noncompliance with Federal financial management system requirements, 
applicable Federal accounting standards, and the U.S. Government 
Standard General Ledger.  The weaknesses with the CAS general ledger 
are being mitigated by the implementation of Foundation Financial 
Information System (FFIS) for USDA agencies; beginning with FY 2002,  

                                            
1   Audit Report No. 11401-4-FM, “Fiscal Year 1998 National Finance Center Review of Internal Control Structure,” dated 
September 1999, Audit Report No. 11401-3-FM, “Fiscal Year 1997 National Finance Center Review of Internal Control Structure,” 
dated March 1998, Audit Report No. 50401-39-FM, “U.S. Department of Agriculture Consolidated Financial Statements For Fiscal 
Year 2000,” dated February 2001, and Audit Report No. 50401-35-FM, “U.S. Department of Agriculture Consolidated Financial 
Statements for Fiscal Year 1999,” dated February 2000. 

PURPOSE 

RESULTS IN BRIEF 
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all but two smaller agencies will have been implemented into FFIS.  In 
addition, there are plans in development to resolve the problems with the 
feeder systems.  However, until these problems are corrected there will 
continue to be material weaknesses with the OCFO/NFC internal control 
structure.  Other material weaknesses noted during our audit are 
described below: 

 
• The OCFO needs to adopt a “corporate-level” approach for developing 

and reviewing the internal control structure for its financial 
management systems located at the OCFO/NFC.  We found that the 
OCFO has not performed adequate evaluations or risk assessments to 
address the changing financial management environment at the 
OCFO/NFC.  The environment has changed significantly because of 
the implementation of the FFIS. 

 
• The integrity of the data in FFIS could be at risk due to the need to 

strengthen reconciliations of data from the feeder systems to FFIS.  
We reviewed the operation of selected feeder systems and the “nightly 
cycle2” process, which transfers feeder system transactions to FFIS.  
We were unable to identify an effective process to verify that all feeder 
system transactions were properly transferred to FFIS or that the FFIS 
general ledger is supported by the feeder system subsidiary data. 

 
• The OCFO has not yet been able to properly reconcile the Fund 

Balance With Treasury (FBWT) general ledger accounts to those 
amounts reported by Treasury.  Much has been done to resolve this 
situation, but some problems remain. 

 
• The OCFO/NFC had not adequately limited FFIS accesses granted to 

OCFO/NFC users, or appropriately segregated incompatible duties. 
 

• The OCFO continues to experience significant problems with the 
reconciliation of suspense activity.  The OCFO/NFC does not have 
proper procedures in place to reconcile these accounts timely, nor has 
it identified actions to be taken when amounts do not clear properly 
from these accounts.  These problems were first reported in 1992.  As 
a result of our FY 2000 USDA Consolidated Financial Statements 
audit, the OCFO has agreed to analyze the balances within these 
suspense accounts in order to identify appropriate corrective actions.

                                            
2   The term used to denote the routine to process transactions through FFIS that have already been processed by the feeder 
systems. 
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 UNITED STATES DEPARTMENT OF AGRICULTURE 
  

OFFICE OF INSPECTOR GENERAL 
 

Washington D.C.  20250 
 
 

REPORT OF THE OFFICE OF INSPECTOR GENERAL 

 
TO: Pat Healy 
 Acting Chief Financial Officer 
 Office of the Chief Finance Officer 
 
We have examined the accompanying description (see exhibit A) of the internal control 
structure of the U. S. Department of Agriculture’s (USDA), Office of the Chief Financial 
Officer’s (OCFO), National Finance Center (NFC).  Our examination included 
procedures to obtain reasonable assurance about whether:  (1) the accompanying 
description presents fairly, in all material respects, the aspects of the OCFO/NFC’s 
policies and procedures, that may be relevant to a user organization’s internal control 
structure; (2) the control structure policies and procedures were suitably designed to 
achieve control objectives in the description, if those policies were complied with 
satisfactorily; and (3) such policies and procedures had been placed in operation as of 
September 30, 2000.   
 
We applied tests to selected policies and procedures to obtain evidence about their 
effectiveness in meeting the specified control objectives.  This information will be 
provided to user organizations of OCFO/NFC and their auditors to be taken into 
consideration, along with information about the internal control structures at user 
organizations, when making assessments of control risk for user organizations. 
 
Our audit was conducted in accordance with Government Auditing Standards issued by 
the Comptroller General of the United States.  We also followed the standards issued 
by the American Institute of Certified Public Accountants (AICPA) and included those 
procedures we considered necessary to obtain a reasonable basis for rendering our 
opinion.   
 
Our review of the internal control structure at OCFO/NFC in effect as of September 30, 
1998, Audit Report No. 11401-4-FM, resulted in a qualified opinion, substantially 
because of the following material weaknesses:  (1) improperly supported accounting 
adjustments; (2) poorly documented applications; (3) lack of conformance with the U.S. 
Standard General Ledger; (4) inadequate reconciliation and balancing routines; and (5) 
serious access control weakness over sensitive information noted by the General 
Accounting Office (GAO). 
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The accompanying description of the internal control structure of OCFO/NFC provides a 
general overview of operations at OCFO/NFC, a description of outstanding control 
weaknesses previously identified, and a summary of corrective action plans.  The 
description incorporates, by reference, the OCFO/NFC management controls manual.  
As such, the description does not include the OCFO/NFC’s control structure policies 
and procedures. 
 
Since 1992, we have reported numerous material internal control weaknesses in the 
operation of the OCFO/NFC.  These weaknesses are significant since the OCFO/NFC 
processes payments in excess of $41 billion, annually.  During this audit, we noted that 
actions taken by the OCFO were sufficient to reduce the risk associated with several 
previously reported weaknesses. However, we found other problems continued.  Many 
of these weaknesses relate to problems with the legacy Central Accounting System 
(CAS) and its feeder systems.  The CAS is in substantial noncompliance with Federal 
financial management system requirements, applicable Federal accounting standards, 
and the U.S. Government Standard General Ledger.  The weaknesses with the CAS 
general ledger are being mitigated by the implementation of FFIS for USDA agencies; 
as of FY 2002, all but two smaller agencies will have been implemented.  In addition, 
there are plans in development to resolve the problems noted with the feeder systems.  
However, until these problems are corrected there will continue to be material 
weaknesses with the OCFO/NFC internal control structure.   
 
In addition, this audit disclosed the following material internal control weaknesses: (1) 
absence of structured risk assessments of OCFO/NFC systems and operations; (2) 
need to strengthen reconciliations between FFIS and feeder systems; (3) out-of-
balance conditions in OCFO/NFC serviced FBWT accounts; (4) inappropriate user 
accesses relating to FFIS; and (5) lack of reconciliation of selected OCFO/NFC 
suspense accounts. 
 
In our opinion, except for the matters referred to in the previous paragraphs, and as 
discussed in the Findings and Recommendations section of this report, the 
accompanying description of the internal control structure presents fairly, in all material 
respects, the relevant aspects of OCFO/NFC’s control structure.  Also, in our opinion, 
except for the matters referred to in the previous paragraph, the policies, and 
procedures, as described, are suitably designed to provide reasonable assurance that 
the remaining control objectives would be achieved if the described policies and 
procedures were complied with satisfactorily. 
 
Also, in our opinion, except for the matters referred to in the previous paragraphs, the 
policies and procedures that were tested, were operating with sufficient effectiveness to 
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provide reasonable, but not absolute, assurance that the control objectives were 
achieved, as of September 30, 2000. 
 
The description of policies and procedures at OCFO/NFC is as of September 30, 2000, 
and any projections of such information to the future are subject to the risk that, 
because of change, they may no longer portray the system in existence.  The potential 
effectiveness of specific policies and procedures at OCFO/NFC is subject to inherent 
limitations and, accordingly, errors or irregularities may occur and not be detected.  The 
projections of any conclusions, based on our findings, to future periods are subject to 
the risk that changes may alter the validity of such conclusions.  Furthermore, the 
accuracy and reliability of data processed by OCFO/NFC and the resultant reports 
ultimately rests with the user agency and any compensating controls implemented by 
such agency. 
 
This report is intended solely for the management of OCFO/NFC, its users, and their 
auditors. 
 
 
 
 
ROGER C. VIADERO 
Inspector General 
 
April 30, 2001 
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FINDINGS AND RECOMMENDATIONS 
 

CHAPTER 1 CORPORATE LEVEL CONTROLS NEED 
STRENGTHENING 

 
The OCFO needs to adopt a “corporate-level” 
approach for developing and reviewing the 
internal control structure for its financial 
management systems located at the 
OCFO/NFC.  We found that the OCFO had 

not performed appropriate risk assessments to address the changing 
operational environment at the OCFO/NFC due to the new accounting 
system.  As of October 1, 2000, approximately 80 percent of all financial 
management activity located at the OCFO/NFC had been converted from 
the old Central Accounting System (CAS), to the Department’s new 
accounting system, Foundation Financial Information System (FFIS). 
 
In Audit Report No. 11401-3-FM, “Fiscal Year 1997 NFC Review of 
Internal Control Structure,” we recommended that the OCFO/NFC 
conduct and document risk assessments of its operations and assure all 
risk assessments were performed consistently between divisions, on a 
regular basis.  We also recommended that the OCFO/NFC should update 
its control objectives and techniques based on the results of these 
assessments.  The OCFO concurred with our recommendation. In Audit 
Report No. 50099-19-FM, “Review of Controls Over USDA Administrative 
Payment Systems,” dated January 2, 2001, we recommended, because of 
problems noted with the Department’s risk assessment process, that the 
Department needs to “strengthen the development and review of internal 
controls in departmental administrative payment systems to ensure 
“corporate-level” approaches are taken.”  USDA officials concurred with 
our recommendation. 
 
As early as 1987, a Governmentwide group of Federal executives and 
Inspectors General3 expressed concern about the “disturbing frequency” 
that computer systems had become vulnerable to fraud, waste and abuse. 
To try to prevent these problems from recurring, the group issued the 
“Model Framework for Management Control Over Automated Information 
Systems,” dated January 1988.  This document was to provide managers 

                                            
3 The President’s Council of Integrity and Efficiency and the President’s Council on Management Improvements. 
 

FINDING NO. 1 
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with a “road map” for reviewing and developing integrated controls within 
automated systems.  In addition, The Committee of Sponsoring 
Organizations of the Treadway Commission4 recommended sponsoring a 
project to provide practical, broadly accepted criteria for establishing 
internal controls and evaluating their effectiveness.  As a result of this 
study, in September 1992, the “Internal Control-Integrated Framework” 
document was issued.  The “framework” provides a comprehensive basis 
for developing and assessing internal controls in any organization.  In 
November 1999, the GAO updated its “Standards for Internal Control in 
the Federal Government5.”  The GAO notes in this revision that “rapid 
advances in information technology have highlighted the need for updated 
internal control guidance related to modern computer systems.” 
 
OCFO officials are responsible, as part of their day-to-day operations, to 
develop, document, maintain, evaluate, improve, and report on 
management controls contained in its Management Control Manual 
(MCM).  The MCM documents the control objectives and techniques used 
at the OCFO/NFC to enhance business integrity, minimize business risks, 
and operate in an effective, efficient, secure, auditable, and well controlled 
environment. 
 
We found, however, that few OCFO/NFC operating units had properly 
updated their management controls, based upon a thorough risk 
assessment of FFIS operations.  We also found that an overall “corporate 
level” assessment of the financial management processes at OCFO/NFC, 
crossing OCFO/NFC operational units, was not performed. 

 
To test the processes followed by OCFO/NFC in its risk assessment of 
FFIS operations, we interviewed three OCFO/NFC branch chiefs, which 
were all impacted by the implementation of FFIS.  Our interviews and 
record reviews found that none of the three branches, nor any other 
OCFO oversight unit, had performed a comprehensive risk assessment, 
to determine the impact of the new accounting system on a unit’s 
operations and control environment.  We also identified operational 
processes that crossed unit responsibilities within OCFO/NFC without a 
process to effectively evaluate, on a “corporate level” basis, the internal 
control process needed to effectively implement FFIS. 

                                            
4 The National Commission on Fraudulent Financial Reporting – A joint sponsorship of the American Institute of Certified Public 
Accountants (AICPA), American Accounting Association, Financial Executives Institute, Institute of Internal Auditors, and the 
Institute of Management Accountants. 
 
5 The Federal Managers Financial Integrity Act (FMFIA) requires General Accounting Office (GAO) to issue standards for internal 
controls in Government.  Office of Management and Budget (OMB) Circular A-123 provides specific requirements for assessing 
and reporting controls.  Recently, other laws have renewed focus on internal controls, such as the Government Performance and 
Results Act of 1993, the Chief Financial Officers (CFO) Act of 1990, and the Federal Financial Management Improvement Act 
(FFMIA) of 1996. 
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For example, the recertified check6 process at OCFO/NFC spans four 
different units. Each individual unit is responsible for reviewing its own 
specific operations and developing necessary internal controls.  No one 
with the OCFO/NFC performed an overall risk assessment of the 
recertified check process.  During our review, we noted that approximately 
$2.5 million was shown as not billed to employees by the OCFO/NFC, for 
those individuals who had apparently cashed both the recertified and the 
original checks.  Approximately half of that amount was for checks that 
cleared during 1999 and prior years.  We also noted that the OCFO/NFC 
had actually received $1.2 million of this amount as a credit7 from 
Treasury, which was not recorded in OCFO/NFC records.  In another 
case, we noted that documents used to process the billing were 
completed, but never sent to the unit that actually bills the employee.  
Both of these control weaknesses were not identified by OCFO/NFC in its 
risk assessments because each unit only assessed the risk and identified 
controls that were applicable to itself.  We noted similar problems in the 
past with the program deviation process, the miscellaneous payment 
system, and other operations that cross unit and divisional lines within the 
OCFO/NFC. 
 
We also identified areas where the internal control objectives and 
techniques identified by OCFO/NFC were no longer performed because 
the process no longer existed or could not be accomplished as a result of 
FFIS.  For example, several branches with the Financial Services Division 
are required to perform reconciliations of the general ledger to the feeder 
system (See Finding No. 2 for details); however, the units were unable to 
accomplish this control objective because reports from the FFIS, 
necessary to perform this function had not been identified, and thus have 
not been developed.  The OCFO indicated that they are resolving this 
issue. 

 
The absence of a “corporate level” approach to the performance of risk 
assessments of OCFO/NFC operations, and development of appropriate 
internal controls to mitigate the risks identified, has unnecessarily 
increased the risk that OCFO/NFC financial management data could be in 
error, or if errors were made, would not be identified and corrected in a 
timely manner. 

                                            
6   Recertified checks are issued when the payee notifies the OCFO/NFC that the original issued check was lost, stolen or 
destroyed. 
7   The original check was returned or cancelled. 
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Establish a “corporate level” approach to the 
performance of risk assessments, following 
the Treadway Commissions “Model 
Framework” process, of OCFO/NFC 

operations and development of an appropriate internal control structure.  
Assure FFIS operations are considered when this assessment is 
performed. 
 

 
Implement actions to correct the problems 
preventing timely billing of overpayments 
relating to recertified checks. 
 

RECOMMENDATION NO. 1 

RECOMMENDATION NO. 2 
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CHAPTER 2 THE INTEGRITY OF THE DATA IN FFIS IS AT RISK 
WITHOUT PROPER RECONCILIATIONS  

 
The completeness and accuracy of 
transactions processed through the 
OCFO/NFC feeder system’s8 to the FFIS are 
at risk because of the need to strengthen the 

reconciliation process in place.  We attributed this problem, in part, to the 
absence of necessary FFIS reports that would enable OCFO/NFC units to 
perform these reconciliations.  As a result, millions of transactions, valued 
in the billions, are processed through feeder systems without an effective 
reconciliation process between the FFIS and the feeder systems. 

 
The Joint Financial Management Improvement Program (JFMIP) Core 
Financial System requirements state that interfaces may be acceptable for 
an integrated financial management system, as long as the supporting 
detail is maintained and accessible, and easy and timely reconciliation 
between systems is be maintained to ensure the accuracy of the data. 
 
We reviewed the procedures followed by the OCFO/NFC to reconcile the 
feeder systems to FFIS.  Under the CAS, various OCFO/NFC units 
received reports, customized to their specific needs, to assist them in 
attempting to reconcile data processed in the feeder systems to the CAS 
general ledger.  Our audit found, however, that none of the OCFO/NFC 
operational units had obtained similar FFIS reports to enable the unit to 
reconcile the feeder systems subsidiary data to the FFIS general ledger.  
The performance of this type of reconciliation is essential to assure that 
the financial management data stored in the feeder systems balances to 
the FFIS general ledger.  In previous Office of Inspector General (OIG) 
reports, we have identified significant out-of-balance conditions between 
the CAS general ledger and the data maintained in the feeder system.  In 
addition, we have also recommended that controls be installed to assure 
that the FFIS balances to the subsidiary feeder systems. 
 
The OCFO established a new operating unit at the OCFO/NFC to 
interface FFIS accounting operations with OCFO/NFC’s existing 
operations.  One of the new FFIS Operations Branch’s (FOB) 
responsibilities is to reconcile activity processed through the feeder 
systems to transactions processed into FFIS. This is a critical function 
because of the problems, associated with the feeder systems, and the 
complexities, as described in prior OIG audit reports, associated with the 

                                            
8   A “feeder” system is a system used by NFC to process transactions that are fed to FFIS.  These systems may have special 
front-end data entry tools, containing selected edits, generate reports, and maintain subsidiary records. 
 

FINDING NO. 2 
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determination of whether to process the transactions to the FFIS, CAS, or 
both, as well as other complex accounting issues.  
 
The FOB developed electronic spreadsheets, that are labor intensive and 
subject to error, to compile data from both FFIS processing cycles, and 
feeder system processing cycles, in order to attempt to balance the 
transactions processed by each interfaced feeder system.  This process is 
complicated because the FFIS can produce over 100 reports from each 
processing cycle that must be manually separated by the approximately 
20 feeder systems.  Also, the spreadsheets only attempt to reconcile the 
number of transactions processed; not the value of the transactions.  We 
believe both the number and the value of transactions should be 
reconciled. 
 
To illustrate the problems in the reconciliation process, we compared the 
original source documents produced from FFIS and the Administrative 
Billings and Collections (ABCO) feeder system to the FOB reconciliation 
spreadsheets.  We noted that this process was not properly designed to 
identify items that were processed in the feeder but not processed in 
FFIS. 
 
Our audit noted that numerous transactions had not been processed into 
FFIS, because of system edits or other reasons, but had been processed 
by the feeder systems.  We also found data input errors in the 
spreadsheets that caused apparent out-of-balance conditions.  However, 
the FOB reconciliation process did not detect these out-of-balance 
problems.  For example, for one feeder system that we tested, the 
OCFO/NFC identified over 200 transactions, totaling about $2 million, that 
had been processed through the feeder system, but had not been 
processed into FFIS.  However, the FOB reconciliation spreadsheets for 
this period improperly showed that all transactions had been processed 
into FFIS. 
 
We noted that this problem occurred because one of the application 
programs processing these transactions in FFIS had terminated before 
processing was complete, and as a result some transactions were not 
processed into FFIS.  However, the reports used by FOB to prepare its 
reconciliation spreadsheets were improperly created prior to the time this 
application program malfunctioned.  OCFO/NFC officials have indicated 
that they have corrected this problem.  
 
The reconciliation of data processed through the various feeder systems 
into FFIS is a critical process.  Prior OIG reports have reported on the 
need for timely and effective reconciliations.  As discussed in the JFMIP 
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Core financial system requirements, timely reconciliations between 
systems must be maintained to assure the accuracy of the data. 

 
Revise the FOB reconciliation process to 
ensure that all transactions processed in the 
feeder are processed in FFIS by transaction 
numbers and dollar amounts. 

 
Assure output reports from the FFIS are 
obtained to enable feeder system data to be 
reconciled with the FFIS general ledger.  
Perform reconciliations of feeder system data 

to FFIS general ledger data. 

RECOMMENDATION NO. 3 

RECOMMENDATION NO. 4 
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CHAPTER 3 
CASH RECONCILIATION PROBLEMS CONTINUE IN 
FFIS 

 
We have reported since 1992 that the 
OCFO/NFC’s Fund Balance with Treasury 
(FBWT) account had not been properly 
reconciled with Treasury records.  While 

reconciliation of FBWT is still a concern, substantial improvement has 
been made by the OCFO.  Because of the reconciliation process initiated 
by the OCFO, and an approximately $160 million adjustment, approved by 
the U.S. Treasury and the Office of Management and Budget (OMB) to 
record previously unrecorded disbursements, these differences have been 
reduced substantially.   
 
CAS Reconciliations Problem Still Persist 
  
While, as noted above, progress has been made on this significant 
problem, we are concerned that the OCFO has not yet been able to fully 
reconcile the FBWT for CAS activity for FY 2000 and subsequent periods. 
The OCFO had a goal, since May 1999, to have each month’s FBWT 
activity analyzed, reconciled and corrected within a 120-days, following 
the receipt of the Statement of Differences from U.S. Treasury.  The 
OCFO advised us that it had applied its resources to resolving FBWT 
problems for periods prior to October 1999, and as a result was unable to 
reconcile subsequent periods.  Unreconciled differences in CAS total 
$10.3 million as of February 2001. 
 
FFIS Problems with FBWT Continue 
 
In our Evaluation Report No. 50801-7-FM, “Effective Implementation of 
FFIS Will Reduce USDA’s Many Financial Management System 
Problems,” dated September 1999, we first reported that the FBWT 
reconciliation problem had also impacted the FFIS.  These problems have 
resulted in the automated reconciliation tool reporting an absolute value 
difference of $659 million for fiscal year 2000, as of March 2001.  The 
Treasury on Form FMS 6652, “Statement of Differences,” for this same 
period, shows an out-of-balance condition of $162.9 million. 
 
Since these problems have been reported in previous OIG reports, we are 
making no additional recommendations at this time. 
 

 

FINDING NO. 3 
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CHAPTER 4 OCFO/NFC DID NOT ADEQUATELY LIMIT ACCESS 
TO FFIS 

 
Agency FFIS applications, which include both 
Privacy Act and sensitive financial 
management data, were not adequately 
protected from improper access by personnel. 
We attributed this problem to the absence of 
an effective review of employee access levels 

to FFIS.  The OCFO/NFC currently performs a quarterly review of FFIS 
access, however this review should include further analysis related to 
segregation of duties and necessity of access. As a result, the 
Department faces additional risk, that personnel without a need, could 
access sensitive and privacy act data maintained in FFIS. 
 
We compared the OCFO/NFC FFIS accesses to the criteria identified in 
the OCFO/NFC Data Security Policy.  The results of our review follow: 

 
• We found that 9 OCFO/NFC staff were provided broad access to 

process approximately 50 FFIS document types, including budget 
and payment documents, that did not need to have this access.  
Six of these personnel were also provided access, but did not have 
the need, to process more than 100 additional FFIS document 
types, including journal vouchers (JV) and standard vouchers (SV), 
which present a risk to the system’s integrity. 

 
• For fiscal year 2000, we found that 118 OCFO/NFC personnel were 

allowed to create JV documents for the OCFO.  We noted that 43 
of these could also approve JV documents that they created.  In FY 
2001, the OCFO FFIS Security Administrator reduced the 118 to 31 
people, and restricted the personnel from approving JV documents 
they had entered.  This has substantially lessened the security 
weakness in this area.  However, we believe that additional actions 
are necessary to even further reduce the number of personnel with 
this access. 

 
• Certain OCFO/NFC staff members had the ability to correct feeder 

system payment documents even though their job responsibilities 
did not require this level of access.  For example, 8 FOB, and 44 
Administrative Payments Branch (APB) personnel had the ability to 
correct Administrative Billings and Collections System (ABCO) 
refund documents that rejected to the FFIS suspense file, even 
though neither of these units were responsible for processing these  
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documents.  In addition, some employees had the ability to directly 
enter feeder system documents directly into FFIS. 

 
Accounts Receivable Duties Were Not Properly Segregated 
 
According to GAO’s Internal Control Standards, duties should be 
segregated to reduce the risk of asset loss and to ensure individuals do 
not exceed or abuse their assigned authorities.  The addendum to the 
USDA Standard Security Models, dated May 16, 2000, provides that 
users should not be able to input and process billing and cash receipt 
documents because this violates the segregation of duties principles.  
During our review, we identified 112 OCFO/NFC personnel that were 
allowed to process both the billing and cash receipt documents for a 
transaction.  This violates the principles of segregation of duties by 
granting one user control over the entire accounts receivable process.  
OCFO/NFC managers stated that they would separate these duties. 
 

Review OCFO access authorities to FFIS to 
ensure that proper separation of duties exist, 
and accesses are limited, in accordance with 
established policy.  Make appropriate changes 

to employee access, as a result of this review. 

RECOMMENDATION NO. 5 
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CHAPTER 5 SIGNIFICANT PROBLEMS EXIST IN RECONCILING 
SUSPENSE ACCOUNTS  

 
The OCFO continues to have significant 
problems with the reconciliation of suspense 
accounts maintained by the OCFO/NFC.  This 
condition was caused by the absence of a 
control process to assure that suspense items 
are timely reconciled, and an aged subsidiary 

ledger is maintained until the amounts are cleared. Until suspense 
account transactions are posted to the proper agency accounts, 
appropriate financial reporting cannot be accomplished, which, in turn 
could lead to Anti-deficiency violations and other financial management 
problems.   

 
We first reported this material internal control problem in fiscal year 19929, 
when we identified that OCFO/NFC did not have an adequate audit trail 
for general ledger suspense account entries, and had not reconciled prior 
period balances for some accounts for extended periods.  We noted that 
material balances had not been cleared from the suspense accounts for 
up to 7 years. 

 
Our audit test in this area confirmed that this problem continues to exist in 
OCFO/NFC accounting operations.  As part of our audit of the USDA 
Consolidated Financial Statements for fiscal year 2000, we attempted to 
obtain from departmental officials a subsidiary ledger, aged, to support 
the balances of these suspense accounts.  However in a response dated 
November 2, 2000, OCFO/NFC officials advised us that such information 
was not available. 
 
This problem will continue to materially impact the agencies financial 
statements until the balances maintained in these accounts are analyzed, 
and recorded in the appropriate agencies’ accounts.  As a result of our 
audit, the OCFO has agreed to analyze the balances within these 
suspense accounts to determine an appropriate course of action to 
remediate this problem.  

                                            
9 Audit Report No. 11099-27-FM, “Audit of Controls Over General Ledger Adjustments and Suspense 
Activity,” dated March 1992. 
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Assure a thorough analysis is completed of all 
OCFO/NFC controlled suspense accounts 
(and deposit funds) to ascertain the extent of 
this problem.  Develop appropriate accounting 

entries to allocate the value of transactions contained in these funds to 
appropriate agency records. 
 

Immediately develop a process to maintain a 
subsidiary record that would support the 
balances contained in these accounts. 
 

 
Develop a procedure and processes to enable 
the OCFO/NFC to clear these amounts within 
a reasonable time period. 
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CHAPTER 6 MATERIAL CONTROL WEAKNESS REPORTED BY 
THE OCFO  

 
The OCFO has described, in its service center 
description, certain internal control 
weaknesses that materially impact 
OCFO/NFC operations that have not yet been 

corrected.  While the OCFO has either corrective actions underway or 
planned, these material control weaknesses continue to impact the 
reliability of the financial management data provided by the OCFO/NFC to 
its uses.  These weaknesses contribute, significantly, to the qualifications 
noted in our audit opinion and continue to impact the reliability of the 
financial management data provided by the OCFO/NFC to its users. 
 
Many of these weaknesses relate to problems with the legacy Central 
Accounting System (CAS) and its feeder systems.  The CAS is in 
substantial noncompliance with Federal financial management system 
requirements, applicable Federal accounting standards, and the U.S. 
Government Standard General Ledger.  The weaknesses with the CAS 
general ledger are being mitigated by the implementation of FFIS for 
USDA agencies; as of FY 2002, all but two smaller agencies will have 
been implemented.  In addition, there are plans under development to 
resolve the problems noted with the feeder systems.  However, until these 
problems are corrected, there will continue to be material weaknesses 
with the OCFO/NFC internal control structure.  We have listed, below, the 
weakness identified by the OCFO/NFC in its service center description 
that have not been discussed in prior findings.  The corrective actions 
taken, to date, and planned are detailed in the service center description.  
 
• Online Payment and Collection (OPAC) bills are not timely and 

accurately processed.  The OCFO/NFC stated that they have cleared 
most of the OPAC bills from 1999 and prior and will process all 
remaining OPAC bills by September 30, 2001. 

 
• All suspense balances are not accurately and timely researched and 

resolved, and are not recorded to agency accounting by the end of the 
FY. 

 
In March 2001, a plan was developed to define and develop all 
appropriate controls to ensure that suspense balances are either 
cleared or charged to the proper accounting codes. 
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Significant milestones include: 
 

• Review and analyze suspense activity by August 31, 2001. 
 

• Partial clean-up and adjustment of general ledger for 
suspense activity, as necessary, by September 30, 2001. 

 
• Develop and implement new reconciliation processes by 

June 30, 2002. 
 

• User agencies do not provide allowance for loss information.  All 
accounts receivables are not properly considered, and a documented 
methodology is not followed.  The OCFO has developed a new policy 
to address this issue. 

 
• The production deviation process needs improvement.  Policies and 

procedures need to be developed to ensure the production deviations 
are run when appropriate, are properly approved and documented, 
and the documentation to support the production deviations is properly 
maintained. 

 
The management directive on production deviations is being revised 
based on recent OIG comments, and should be published by August 
2001. 
 

• The NFC does not have controls in place to allow for effective software 
development and therefore has determined it is a Level 1 agency10.  
The OCFO has a draft plan, date April 2001, to obtain Capability 
Maturity Model (CMM) “Level 2” by September 2003. 

 
Require the OCFO/NFC to track and report 
quarterly to the Director of OCFO/NFC, the 
status of corrective actions taken to correct 
the material weaknesses identified above. 

 
 
 
 
 

                                            
10  The Software Engineering Institute (SEI), Capability Maturity Model (CMM) is an internationally recognized model for rating 
software development capabilities.  The CMM defines 5 levels of organizational maturity, with Level 5 being the highest.  A Level 2 
office has consistent project planning and execution, and through uniformity, the means to repeat software successes and avoid 
repeating software errors.  Ultimately, the Level 2 project management practices tend to stabilize software projects so that essential 
project work is not sacrificed for expedience and projects are conducted in an orderly manner. 
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EXHIBIT A – DESCRIPTION OF INTERNAL CONTROL STRUCTURE 
 
 
 
 
 
 
 

EXHIBIT A 
 
 

DESCRIPTION OF THE  
 

INTERNAL CONTROL STRUCTURE 
 

OF THE  
 

U. S. DEPARTMENT OF AGRICULTURE 
 

OFFICE OF THE CHIEF FINANCIAL OFFICER 
 

NATIONAL FINANCE CENTER 
 
 

AS OF SEPTEMBER 30, 2000 
 
 
 
 
 
 
 
 
 
 
 
 

Prepared By: 
OCFO/NFC 
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ABBREVIATIONS 
 
 
 

ABCO  Administrative Billings and Collections Systems 
AICPA American Institute of Certified Public Accountants 
ALC  Agency Location Code 
AOB  Accounting Operations Branch 
APB  Administrative Payments Branch 
ARCB  Accounting Reconciliation Branch 
ASCS  Accounting Systems Control Section 
ASD  Applications Systems Division 
BCB  Billings and Collections Branch 
BLCO  Billings and Collections Systems 
CAS  Central Accounting System 
DPRS  Direct Premium Remittance System 
FBWT  Fund Balance With Treasury 
FFIS  Foundation Financial Information System 
FFIS-PO Foundation Financial Information System Project Office 
FMFIA Federal Managers Financial Integrity Act 
FOB  FFIS Operations Branch 
GAO  General Accounting Office 
JFMIP  Joint Financial Management Improvement Program 
JV  Journal Voucher 
MCM  Management Control Manual 
NFC  National Finance Center 
OCFO  Office of the Chief Financial Officer 
OIG  Office of the Inspector General 
OMB  Office of Management and Budget 
OPAC  Online Payment and Accounting System 
OTRS  OPAC Tracking and Reconciliation System 
PPB  Payroll/Personnel Branch 
PROP  Personal Property System 
SV  Standard Voucher 
USDA  U.S. Department of Agriculture 
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