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Operatlons and Management

This report presents the results of our audit of Rural Devélopment’s Information Technology
Resources Security. The report identified serious weaknesses in Rural Development’s ability to
protect its cnt1ca1 mformatlon technology resources,.

Based on your response we were able to reach management decision concerning
Recommendation No. 1. Please follow your internal procedures in forwarding documentation of
final action to the Office of the Chief Financial Officer. To reach management decision on the
remaining recommendations, we need additional information, detailed corrective action plans,
and timeframes for implementation. Please refer to the OIG Position sectlons of the report for
specific details. -

In accordance ‘with Departmental Regulation 1720-1, please furnish a reply within 60 days
describing the corrective actions taken or planned and the timeframes for implementation of the
outstanding recommendations noted above. Please note that the regulation requires management -
decision to be reached on all findings and recommendatlons within a.maximum of 6 months
from report issuance.

We appreciate the courtesies and cooperation extended to us during this audit.

for Audit -



Executive Summary

Review of Rural Development’s Information Technology Resources Security

Results in Brief This audit was performed as a followup review to our prior audit' of Rural
Development information technology (IT) controls. That audit disclosed, and
we contimie to find, material weaknesses in Rural Development’s ability to
effectively ensure the integrity and confidentiality of its IT resources. . We

_ believe the major cause of these material weaknesses is that the Chief
Information Officer (CIO). and Information System Security Program
Manager are not properly aligned within the organizational structure to
effectively implement a strong security program. Further, exhibit A of this ‘
report shows that Rural Development has had a long history of reacting to IT-
related audit findings rather than instituting controls to address the systemic
weaknesses in its intemal control structure. As a result, there is ineffective
oversight and management of its IT resources that unnecessarily expose
Rural Development’s critical loan portfoho data to the nsk of disclosure,
modification, or deletlon

We also continue to find that Rural Development is not in compliance with

o " the Office of Management and Budget (OMB) Circular A-130, Appendix III,

- - “Security of Federal Automated Information Resources,” and Federal
Information Security Management Act (FISMA) requirements. Despite some
actions to initiate the preparation of security plans, risk assessments, and
certifications and accreditations of its major application and support systems,
Rural Development has not completed these tasks, and in some cases not
completed in accordance with OMB guidelines. These documents are the
foundation of a strong security program and without them Rural
Development cannot be assured that all the necessary controls are in place
‘and functioning as intended.

"  Material weaknesses persist in Rural Development’s ablhty to effectlvely
' ' control access to its sensitive systems and data. Rural Development has not -
' estabhshed and implemented effective internal controls to ensure that (1) user
" identifications belonging to former employees are removed timely, (2) users'.
have only the access needed to perform their job functions, (3) remote.
accesses to Rural Development resources are properly managed and secured,
and (4) password settings conform to National Institute of Standards and .
Technology (NIST) guidance. While Rural Development had instituted a '
process to circulate user lists to responsible management officials to verify
access, the secunty staff did not include all of Rural Development systems or
the level of access that each user had. Without all of the necessary data, this
control is incomplete and ineffective. Without effective logical access

' Audit Report No. 85099-2-FM, * Secunty Over Rural Development’s Informatmn Techno]ogy Resources Needs Improvement dated
August 5, 2002.
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controls, Rural Development’s critical 1oan data is at nsk of dlsclosure
modlﬂcatxon or deletlon

We also’ continued to identify numerous vulnerabilities in Rural
Development’s systems, including some that remained despite Rural
‘Development’s knowledge of the vulnerabilities through its contractors in
1997, and reported by the Office of Inspector General in 1999 and again in
2001. - Rural Development has not taken adequate corrective actions to
correct known vulnerabilities, or established effective controls to ensure that -

vulnerabilities are 1dent1ﬁed and corrected timely. As .a result, Rural -
Development’s systems are unnecessarily vulnerable to exploitation. |

‘Rural Development Was not . following its own policies for ldentifying,
selecting, installing, and modifying software. Further, those same policies
did not conform to departmental, NIST, and OMB guidance regarding change
controls and segregation of duties. Hence, we were unable to validate that
system software changes, (1) received proper authorization, (2) were
supported by change request documents, (3) were properly tested and test
results approved, or (4) were properly monitored while being moved into the
production environment. . Rural Development officials were unable to
provide us an explanation for this internal control weakness, but agreed that

' they‘needed to conform to proper change control procedures. .

Fmally, Rural Developméit had not ensured that all IT security controls were -
in place at its State and county offices. Our fieldwork i in selected State and
county offices across the country disclosed that Rural Development had not
- established controls to ensure that those offices had adequately maintained
contingency planning documents, physically secured IT equipment, and
ensured that all of its field employees received security awareness training.
As a result, Rural Development cannot be assu:red that its IT resources are
properly sccured at 1ts remote offices.

Despite some of its actions, it is apparent that Rural Development has not
addressed the underlying cause of its poor information security by 1nst1tut1ng
a framework for proactively managing the information security risks
associated with its operations. Instead, Rural Development has reacted to.
individual audit findings as they were reported, with little ongoing attention
to the systemic causes of control weaknesses, The Department CIO assessed
Rural Development’s security program at an intermediate stage noting the
policies have been de51gned implemented, and at least 50 percent had been
tested. While we agree that Rural Development has numerous policies in- -
place that if implemented could improve Rural Development’s security -
- posture, our detailed testing shows that Rural Development has not

2 «Rura] Development Application Informat]on Systems Support Handbook,” datcd May 1997,
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1mplemented all of its policies, or in many cases, not nnplemented them
effectively.

Recommendation

4

In Brief -+ Werecommended that Rural Development:

Implement interim measures to ensure that security controls,
including those recommended elsewhere in this Teport, . are
implemented and effectively carried ont;

address weaknesses in its audit resolution process;

~establish plans of action with specific timeframes for co:rnpliance' i
with OMB Circular A-130 and FISMA;

establish- plans of action with specific timeframes to address the

‘systemic weaknesses in 1ts ability to effectively manage logical

access and vulnerability mitigation process_es

strengthen controls over apphcanon change authonzatlon, testlng,
and nnplementatlon and :

establish a timeline of corrective actions with specific timeframes for
addressing the State and county office IT weaknesses addressed in

this report.

Agency Response ‘Rural Development agreed with the findings and recommendations in the
- - report and has initiated corrective actions. '

OIG Position +  We concurred withi Rural Development’s'proposed corrective actions to most
- - of the recommendations. However, we need additional information or

| : timeframes to enable us to reach managernent demsmn

USDA/OIG-A/85099-4-FM
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Abbreviations Used in This Report

ADP
CCE

- CIo
DCIO
DM
DR
FIPS

. FISMA
FMFIA

- FmHA

GAC

- .GISRA

ID
* ISSPM
IT
- ITWG
NIST

OCFO =

OCIO
0IG
OMB
PDD
POA&M
RD
SP
USDA

Automated Data Processing .
Common Computing Environment

- Chief Information Officer

Deputy Chief Information Officer
Department Manual |
Departmental Regulation

Federal Information Processing Standards Publication

Federal Information Security Management Act

- Federal Managers’ Financial Integrity Act

Farmers’ Home Administration

General Accounting Office

Government Information Security Reform Act
Identification (i.e., user ID or account on a system)

. Information System Security Program Manager
Information Technology

Information Technology Working Group
National Institute of Standards and Technology

_ Ofﬁce of the Chief Financial Officer

Ofﬁce of the Chief Information Officer
Office of Inspector General

Office of Management and Budget
Presidential Decision Directive

Plan of Action and Milestones

- Rural Development

Special Publication

United States Department of Agncultu're
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Background and Objectives

Background

]nformatlon secunty, improving the overall management of information
technology (IT) resources, and the transition to electronic business (e-
Government), have emerged as top priorities within the U.S. Department of

Agnculture (USDA). As technology has enhanced the ability to share

information 1nstantaneously among computers and networks, it has also made

. organizations more vulnerable to unlawful and destructive penétration and
_disruptions. This environment poses a threat to the sensitive and critical

operations of Rural Development, unless aggresswe actions are taken to

~secure its systems.

[ : . .
Various laws have emphasized the need to protect agencies’ sensitive and

critical data, including the Privacy Act of 1974, the Computer Security Act of

1987, and the Papérwork Reduction Act of 1995. Responsibilities regarding
information security were reemphasized in the Clinger-Cohen Act of 1997
and Presidential Decision Directive (PDD) 63.> On December 17, 2002, the |
President signed into law the E-Government Act (P.L. 107- 347), which
includes Title: III, the Federal Information Security Management Act
(FISMA). FISMA permanently reauthorized the framework laid out in the
Government Information Security Reform Act (GISRA) of 2000, which
expired in November 2002. The National Institute of Standards and
Technology (NIST)* has issued numerous Federal Information Processing
Standards, as well as a comprehensive description of basic concepts and
techniques entitled, “An Introduction to Computer Security: The NISTV

‘Handbook,” Special Publication (SP) 800-12, October 1995.

Finally, Departmental Manual (DM) 3140-1° and Office of the Chief
Information Officer guidance also provides standards, guidelines, and-
‘procedures for the development and administration of automated. data

- processing (ADP) security programs mandated by Departmenta] Regulations

(DR).

“Rural Development programs consist of a variety of loan, loan guarantee, and .

grant programs plus technical assistance in the areas of business and industry, .
cooperative development, rural housing, community facilities, water and
waste disposal, electrification, and telecommunications. Rural Development -,
programs are administered through four services; the Rural Utilities Service,
the Rural Business-Cooperative Service, the Office of Community
Development, and the Rural Housing Service. '

*PDD 63, “Pohcy on Critical Infrastructure Protection.” g
* The Computer Security Act of 1987 assigned NIST primary responsibility for developmg technical standards and providing related
guidance. Their responsibilities were reemphasized in the Clinger-Cohen Act of 1997. .

> DM 3140-1, “Management ADP Security Manual,” Part 1 of 8, Section 1, July 19, ]984
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Rural Development programs are delivered through a National office in .
 Washington D.C., 47 State offices, and 909 National and district offices. The |

mission is supported by program staffs and a Centralized Servicing Center

- located in St. Louis, Missouri, which services the dlrect single-family

‘ housmg portfolio.

Objectives | The audit objectives were: |

e To assess the corrective a;ction taken by Rural Developmént ‘on
previously identified control weaknesses to determine the adequacy -
of general controls over Rural Development’s information systems. .

e To determine if adequate logical access controls exist to protect
‘ resources against unavthorized modification, disclosure, loss, or
impairment,

¢ To evaluate the .controls over the modification of application
software programs to ensure that only authorized modifications are
implemented.

‘e To deterrnine the adequacy of controls over access to and |
modification of system software.

'l
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Findings and Recommendations o

Section 1. Security Management and Compliance with OMB IT Security Requirements

The Office of Inspector'General (OIG) can provide penodic independent
assessments of Rural Development operations, ultimately it is. Rural
Development management’s responsibility for ensuring that internal controls,
including information security controls, are adequate. and effectively
implemented on an ongoing basis. It is apparent that Rural Development has
not addressed the underlying cause of its poor information security by
instituting a framework for proactively managing the information security
risks associated with its operations. Instead, Rural Development has reacted” - -
to individual audit findings as they were reported, with little ongoing
-attention to the systemic causes of control weaknesses. The integrity,
confidentiality, and availability of Rural Development’s data femains at risk
unless significant measures are taken to proactively. address 1T secunty
weaknesses. :

'

Finding1 Securlty Management Structure has Remamed Ineffective
. - Despite Prior Recommendations :

- Rural Development’s Chief Informatmn Officer (CIO) and Information
System Security Progra;m Manager (ISSPM) are not assigned to a level -
within Rural Development’s organizational structure to effectively implement

- astrong security program. Despite our prior recommendation and the results
of an independent assessment into this issue, Rural Development has not
taken adequate steps to remedy this issue. As a result, there is ineffective

_ A oversrght and management of IT resources, many of which are detalled in the

0 : : - remaining findings in this report. ‘

DR 3140—16 requires agency administrators to ensure that ISSPMs are
~ assigned to a level within the organization that can.independently report to -
the appropriate program officials. The ISSPM must be able to enforce the
security policies ‘across the entire agency’s programs. DR 3140-1 also
requires that agency administrators ensure that the secunty program function -
is properly staffed and resources are allocated to allow effective
- implementation and continuance of a comprehensive and proactlve agency
security prograin. ‘

® DR 3140-1, “USDA Systems Security Policy,” May 15, 1996.
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As a result of our prior audit,” Rural Development agreed to contract for a .
review of its IT organizational structure to determine the appropriate
structure to effectwely carry out a strong security program. The results of ‘
that study concluded that the management structure was, as we reported,
ineffective in its ability to implement a strong security program. However, as
‘of September 2003, no significant organizational changes have occurred.

Rural Development’s management informed us of its plans to reorganize
most of its security staff along with proposed cha.nges to the management of
the Common Computing Environment (CCE).® However, we were informed
that Congress did not fund the proposed changes for fiscal year 2004, and
- that it was uncertain whether the funding would be received in fiscal
year 2005. Due to the size, decentralized management, involvement in the
multi-agency CCE initiative, and the seriousness of the issues we again raise
in this report, we believe that Rural Development needs to implement
significant -interim measures to establish clear lines of authority and
implement accountability ,controls to ensure that its seounty program is
- adequately implemented and managed.

A_udit Resolution

The issues brought forth once again in this report (see exhibit A which
summarizes our audit results since 1988); indicate that Rural Development
has had a long hlstory of dhsatisfactorily addressing IT-related weaknesses in
a timely manner. Further, management decision had not been reached on 12°
of 20 recommendations in our prior audit report. In addition, of the eight
- recommendations ‘where management decision had been reached, Rural
Development had not taken effective actions to correct the systemlc internal
control issues we identified.

The Federal Managers’ Financial Integrity Act (FMFIA) requires agencies to
comply with the General Accounting Office (GA'O) issued standards of
internal controls. One of those standards requires that agencies establish
pohcles and procedures for ensuring that the findings of audits and other
reviews are promptly resolved, and that the audit resolution process is not
complete until actions have been taken to correct identified deficiencies.

To comply with Federal internal control standards, Rural Development needs
to implement effective controls to ensure that (1) audit issues are resolved by
addressing the cause of the weakness, and (2) corrective action taken is
adequate and completed timely. : '

! Aucht Report No. 85099-2-FM, “Security Over Rural Development’s Information Techno]ogy Resources Needs Improvement ” dated

August 5, 2002.

f Rural Development is one of three agencies that participate in the CCE. )
- ® At the time of our fieldwork, management decision was reached on only eight recommendatlons Since our ﬁe]dwork ended, we have
reached management decision on an addm onal seven recommendations.
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Recommendation No. 1
Until funding is obtained. to implement broader organizational changes,
implement interim measures with specific timeframes for achievement to
ensure that security controls, including those recommended elsewhere in this
report, are implemented and effectively carried out.

- Agency Response. Effective January 12, 2004, the Information Systems
Security Staff (ISSS) ‘was reassigned to report directly to the Deputy Chief
Information Officer (DCIO).  This emphasizes the level of importance
current management places on security issues and frees the security staff
from the normal internal debates on prioritization by establishing security as- ;

. always having the highest CIO priority and allows the ISSS to effectively
implement the Agency’s Information Systems Security Program (ISSP).

In ‘addition, an onsite security position was established in the Washington,
D.C. office as the liaison with ISSS on Washington, D.C. related security
~ issues, Responsibilities of this pos1t1on include coordinating and reviewing
- the general support system or major application risk assessments, security
; o - plans, and mitigation efforts; assisting in identifying, researching, mitigating,
and reporting on security-related information pertaining to incidents and
~acknowledged or suspected weaknesses and vulnerabilities in the agency’s
information systems; and assisting in gathering, resolving, and reporting on
Departmental, oversight agency, and agency mternal and external audit
information and mitigation efforts. :

. 'Weekly meetings were initiated in December 2003 between the Washington,
'D.C. liaison and the ISSS to discuss open security related issues. A tracking
spreadsheet has been created with includes the issue, the date it was raised,
the responsible entity, and the status. This has greatly improved the
VL ‘ - standardization of security throughout Rural Development and provides a.
‘ ‘  means of communication of issues from both perspectlves the Washington,
D.C. community and ISSS

OIG Position. Management Decision has been reached on this .
recommendation. :

~ Recommendation No. 2

Rural Development needs to establish a second-party review within its

management decision process relating to IT recommendations to ensure that

the corrective actions proposed address the systemic cause of the audit
" finding. Further, followup needs to be done at the National office level to
. ensure corrective actions have been effectively implemented before final
- action is forwarded to the Office of the Chief Financial Officer (OCFO).
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- Agency Response. Audit Responses. are prepared by the Financial
Management Systems Branch representatives based on information providéd
by subject mitter experts, for example the ISSS staff for security findings.

' Once formulated, the subject matter experts, the DCIO, the CIO, and the
Deputy Administrator for Operations and Management review the proposed
corrective actions prior to submission to OIG and/or to the Ofﬁce of the
Chief Financial Ofﬁcer

A project plan has been put in place to monitor and track all outstanding audit
findings, with particular emphasis on those related to the security program.

- The project plan is maintained on a spreadsheet and is monitored by a team,
which includes the Information Systems Security Program Manager (ISSPM)
and representatives from' the Financial Management Systems Branch.
Weekly team meetings are held to determine corrective actions needed, to
establish timeframes and individual responsibility for the corrective actions,
and to review the status of the proposed corrective actions. The project plan

~ 18 a living document that is submitted to the DCIO on a bi-weekly basis.
Oversight is provided by the DCIO and the CIO.

OIG Position. We agree that Rural Development’s project plan to track
outstanding audit issues will go a long way toward improving followup on
audit issues; however, as our report identifies, Rural Development has had a
long history of not ensufing that corrective actions are fully implemented
once management decision has been reached. In order to reach management
decision, Rural Development needs to establish a policy and internal controls

to ensure that management decision actions are implemented and that final
action was complete before closure requests are sent to the OCFO. Further,
Rural Development needs to provide a date when thls policy and controls are
put in place.. :

Finding2 Actlons Needed to Ensure Compllance with OMB Circular A-130
' and FISMA

Rural Development needs to establish effective controls to ensure compliance
with the Office of Management and Budget (OMB) Circular A-130 and
FISMA requirements. We concluded that it is a lack of an effective
 management structure and demonstrated commitment to compliance that
makes this weakness an outstanding issue. As a result, Rural Development
cannot be assured that all the necessary controls needed to manage its -
security program are in place and operating effectively. '
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OMB Circular A-130"° estabhshed a minimum set of controls for agencies’

automated information security programs, including security planning,
periodic review of security controls, and management authorization of
systems to process information. - Comprehensive guidance on planning and
managing an entity-wide security program has been established by NIST"
addressing security-related management operational, and technical controls.

Further, PDD 6317 requires agencies to assess the risks'to their networks and
establish a plan to m1t1gate the identified risks.

1

Risk Assessments

Rural Development has still not completed, the required risk assessments -
on its major applications as required by OMB Circular A-130, NIST
SP 800-18,"* PDD 63, and its own policy.” Risk assessments, as defined by
NIST, are a systematic approach to assessing the vulnerability 'of information
system assets; identifying threats, quantifying the potential losses from threat
realization; and developing countermeasures to eliminate or reduce the threat |
or amount of potential loss. Until these risk assessments are completed
Rural Development cannot be assured that all the risks attributable to its

v  mission-critical systems have been considered and that appropriate steps have
been taken to mitigate these risks.

Security Plans

OMB Circular A-130 states that all general support systems contain some
sensitive information that requifes protection to assure its integrity,
availability, or confidentiality; and 'therefore, require security plans.
Additionally, Rural Development’s Data Security Manual, dated February 16,
2000, requires security plans for all computer systems that process sensitive
data, Further, NIST and OCIO guidance on the preparation of security plans
‘o ~ identifies a ‘system’ by constructing logical boundaries around a set of
‘ processes, communications, storage, and related resources. The elements. -
within these boundaries constitute a single system requiring a security plan.
- Each' element of the system must be under the same direct management .
control, have the same function or mission objective, have essentially the .
same operating characteristics and security needs, and reside in the same
general operating environment.

Rural Development had not prepared security plans for its general support
systems in Washington, D.C., St. Louis, Missouri, or its web farm. This was

° GMB Circular A- 130, Appendix 111, “Security of Federal Aufomated Information Resources,” dated November 30, 2000.
" NIST SP 800-12, “An introduction to Computer Security; The NIST handbook,” dated October 1995,

12 PDD 63, “Policy on Critical Infrastructure Protection,” dated May 22, 1988, :

3 IST SP 800-18, “Guide for Developing Security Plans for Information Technology Systerns,” dated December 1998

1 RD Instruction 2006-2, “Information Systems Secunty, dated Ju]y 16, 1997, Section 2006.1260 (e)
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also reported in our prior audit. - Further, we found that ‘while Rural

~ Development prepared security plans for some of its apphcatlons it had

combined systems that did not have the same operating characteristics or _
operating environment into a single security plan. Our discussions with an
official at the Department’s Office of the Chief Information Officer (OCIO)

found that while it may be appropriate to combine systems when performing

other reviews, Rural Development should prepare separate security plans for
each major application and general support system.

Disaster Recoi/ery Planning

Rural Development is not fully prepared in the event of a disaster or major

‘disruption. While Rural Development does participate in disaster recovery

hot site tests initiated by Départment data centers, Rural Development has not
identified all the critical data it needs to fully recover, nor does it confirm
with data center personnel that the appropriate data is being backed up.
Further, Rural Development has not completed disaster recovery plans for its

- major network operations in St. Louis, Missouri, or Washington, D.C.

We found that Rural Development has over 90,000 data files consisting of
program code and data. The results of a hot site test performed in early
calendar year 2003 disclosed that not all the tests could be fully implemented

- because not all data files had been identified, and therefore not taken to the

hot site testing facility. ‘While the data center_'personnel actually perform
backup and restore procedures on Rural Development data, it is Rural
Development’s re5ponsibility to 1dentify those data files that need to be

- backed up, and receive assurance ﬁ'om the data center that backups are

properly completed

. We also found that Rural Development does not have disaster recovery

plans15 for its general support systems or major applications, despite its own
policy that all National and St. Louis office heads be responsible for
preparing them. Further, at the time of our review Rural Development had
not established milestones with estimated completion dates for the
preparation  of these plans. Without contingency plans in place, Rural

Development cannot be assured that vital automated information needed to *

support its business processes will be able to operate effectively without
excessive disruption. -

Backeround Investigations

Federal Law'® and OMB Circular A-130 require that persons in positions of -

~ public trust and those who are authorized to bypass significant technical and

1 “Rural Development Data Security Manual,” Section 13.0, dated February 16, 2000.
8 Title 5, Code of Federal Regulations, Section 731.106
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operational security controls have periodic background inveStigations
DM 3140 requires personnel, including contractors, working in the IT
environment to have proper personnel security clearances. This' requirement
is also stated in Rural DeveIOpment s data security manual'’ and employee
security handbook.'® | '

Despite the significant numbers of security personnel we reported in our last
- report as not having had adequate background investigations, we agam found
. the following:

o Of the 10 contractors working as security efﬁcers, 7 did not have a’
security clearance. Additionally, we found Rural Development’s CIO

had not had a background investigation completed. Finally, we - -

‘identified four security staff with background investigations more
than 5 years old, mcluding Rural Development’s ISSPM whose last
_ background investi gatlon was performed in 1989 '

o Of the 109 Rural Development employees and contractors we

reviewed with security authority at a Department data center, 55 had

‘ - not had background. investigations. In addition, we found an

' . S additional 23 of the 109 had background investigations more
- - than 5 years old, with 3 dating back to the 1970s.

o Of the 16 system admlmstrators we 1den1:1ﬁed 11 had not received
“security clearances, and an additional 3 system administrators had
- security clearances over 5 years old.

o Of the 39 security points of contact, who act as liaisons with the

- security staff in various agency branches and approve and review

access privileges, we identified 17 that had not had background

investigations performed and an additional 5 that had background

B o o ~ investigations over 5 years old. '

Svsfem Certification and Accreditation

Rural Development had not ensured that any. of its 15" major applications -
were certified and accredited in accordance with OMB Circular A-130.
OMB states that agencies should perform an independent review .of the .
security controls in each application at least every 3 years. Further, Rural

17 “Rural Development Data Security Manual,” Section 12.1, dated February 16, 2000.

18 “Information Systems Security Handbook,” Section 3.2.3b, dated March 10,2003,

¥ During our prior audit, Rural Development reported to us that it had only 14 major applications. Smce that audlt Rural Development
has re-categorized some of its ‘applications to meet Department and OMB definition of major applications. Rural Development now -
Teports 2 total of 15 applications that are critical to its aperations or that maintain Privacy Act or other sensitive data. The scope of our
review did not entail ensuring that Rural Development properly identified its systems, but rather tested whether Rural Development had
condocted system certifications and accreditations for the major applications it identified.
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Development’s own policy”® requires an agency official to certify

‘applications meet all applicable Federal requirements, and that all

Information System Security requirements and controls are adequate before
allowing. the"application into production and every 3 years thereafter.
Without adequate certification and accreditation of Rural Development’s
“mission-critical systems, Rural Development cannot be assured that adequate
security controls have been established for these systems and controls are
operating effectively.” Rural Development, with the help of the Department

OCIO, has begun the process to contract -for these certifications and

accredltatlons

. Incideint Response Procedures

Rural Development has still not sﬁengthened controls to adequately track ‘

security incidents and ensure that adequate corrective actions are taken to
prevent recurrence. In our pnor report, we found that despite established
policies both at the Depa]:tment and agency™ level, Rural Development
staff were not preparing incident reports, but merely responding to
Department OCIO e-mail notification of a security incident. Further, our
review showed that Rural Development maintained documentation for only
13 of the 28 incidents reported by the Department OCIO during calendar year
2001,

" During our ‘current. revieW we found no noticeable improvement in Rural
Development’s ability to timely and adequately respond to security incidents.
For instance, the Department OCIO notified Rural Development three times
within a 3-month period that one of its systems in a State office should be
taken offline and patched to correct a-known system vulnerability. In another
instance, the Department OCJIO intrusion detection system identified .a

possible. backdoor on one of Rural Development’s systems. Rural

Development closed the incident because it could not locate the Transmission
Control Protocol/Internet Protocol address that OCIO reported. No' further

actions: were taken on this incident and no other documentation was

mainta.ined.

Plans of Actlon and Milestones (POA&M)

FISMA permanently reauthonzed the ﬁ'amework outlined in GISRA. This
Act requires agencies to prepare POA&Ms to track IT weaknesses and the
milestones completed toward mitigating them. OMB Memorandum 02-01,

dated October 17, 2001, outlines specific reporting requirements for the - -

- POA&Ms, including providing enough specifics on the weakness to trace it -

20 “Data Security Manual,” Section 6.3, dated February 16, 2000
2 «“Cyber Seciirity Manual 3500,” Chapter 1, dated October 25, 2001,
2 “Data Security Manual,” Section 12.5, dated February 16, 2000.
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~ back to a GAO or OIG report or internal review, the source of the weakness,
 and speciﬁc actions that need to be taken and the related cost of those actions.
_ Our review of Rural Development’s POA&MSs showed that it was not a
reliable management tool to track weaknesses and ensure corrective action
was complete. For example, weaknesses identified by Rural Development
were broad in nature, such as operational controls, security program and
policy, and access controls. The actual weaknesses within these areas were
not identified; making it virtually impossible fo trace these weaknesses back
‘to our prior report or another assessment. Further, Rural Development did
not develop a separate POA&M for every program and system for which’
‘weaknesses were identified as required by OMB. Instead, Rural

Development combined all weaknesses found in major applications into a L

single application POA&M.

Also, Rural Development did not inchide a completion® date for the
weaknesses or milestones identified. An estimated completion date provides
a roadmap for continuous agency security improvement, assists with
prioritizing corrective action and resource allocation, and is a valuable

-~ management and oversight tool for agency officials, Inspectors General, and
X - OMB.

Per OMB, a milestone will identify specific requirements to correct an

identified weakness. Many of the milestones reported by Rural Development

did not identify specific requirements to correct an identified weakness.

Some mmilestones that Rural Development listed were day-to-day tasks of the

security office.  For example, the June POA&M prepared by Rural

- Development identified gathering requested documents for OIG and GAO

auditors as a completed milestone. This “milestone” does not identify a

specific requirement to correct an identified weakness, but is a task in the

day-to-day operation of the security staff. Additionally, in other instances,

L - each step within a milestone (sub-milestones) were broken out and counted as.
' ‘  an individual milestone. Both of these practices do not identify true
milestones, but serve merely to inflate the numbers of completed milestones

reported. Of the 381 total milestones reported as complete by Rural -
Development in -the June POA&M submission, OIG identified 157 .

milestones that were not true milestones by OMB’s definition.

Further, Rural Development inaccurately reported milestones as completed
. when they were merely merged with other milestones, or moved to a different
POA&M. For example, in the March POA&M Status Update submitted by
Rural Development, 123 of the completed 141 milestones reported by Rural
Development were reported as complete when they were merely moved to
- gither the application POA&M or the POA&M maintained by another .
agency. :
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While Rural Development has reported a total of 381 completed milestones
as of June 2003, OIG identified only 43 that met the OMB definition of a
milestone and had beén completed. To ensure that the POA&M becomes an
effective management tool as OMB intended, Rural Development needs to
establish controls to ensure that the POA&M is completed per OMB
instractions.

_ Recor'nmendationl No. 3

Establish a plan of action with spec1ﬁc timeframes and allocate appropriate
resources to establish policies and controls to ensure compliance with OMB

. Circular A-130 and FISMA.

Agency Response. Rural Development is in the midst of certification and
accreditation of its major applications and general support system in
accordance with OMB Circular A-130. Certification and accreditation .
activitics performed during the first quarter of Fiscal Year 2004 were

primarily preparatory and planning oriented. Tools were created and refined
for guiding and streamlining certification and accreditation efforts including
templates for performing privacy impact asgessments, secure features users

guides, and trusted facilities manuals.
. 1 . ' .

The finding and recommendation in OIG Report 85099-2-FM, as well as in
this report are very broad.’ Rural Development believes that by concentrating -
on the certification and -accreditation, disaster recovery plan, and FISMA
comphance while addressing access control and other outstanding audit

-issues, we will have come a long way to bnngmg our ISSP into compliance

with OMB Circular A-130.

OIG Position. We agree that the certification and accreditation process will
improve Rural Development’s compliance with many, but not all, of the
OMB Circular A-130 and FISMA requirements. - The OMB Circular and
requirements of FISMA are not all encompassing and serve as a foundation
for a strong security program. Based on the pervasiveness of security
program weaknesses in this and our prior audit, we believe Rural

. Development needs to implement explicit controls to ensure that they obtain -
- and maintain compliance with OMB Circular A-130 and FISMA.

Recommendation No. 4

Establish controls over the POA&M reporting process, including a second - -
party review, to ensure that weaknesses are properly reported and that

" milestones reflect effective and measurable actions toward completion of the

weakness. -
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Agency Response. The POA&M update was reformatted to conform to
recently released Office of Management and Budget/OCIO-CS guidelines
regarding the FISMA and the weaknesses and vulnerabilitiés identified
during the analyses of the Fiscal Year 2003 FISMA submission. Existing and
newly defined milestones will be integrated into -appropriate POA&M’s for
the overall ISSP and each major application and general support system.

Audit resolution information from the project plan. is included in. the
- POA&M. Quarterly status reports, including an executive summary, are
submitted to the OCIQO-CS. Prior to submission to the OCIO-CS, the
executive summary is reviewed and appro.ved*by the DCIOQ, the CIO, and the’
Deputy Administrator for Operations and Management. The Rural

Development program administrators are provided copies of the quarterly - “

POA&M status reports.

OIG Position. We agree with Rural Development’s actions 'to reformat its

POA&M to conform to OMB guidelines; however, the intent of the

recommendation was to improve controls to ensure complete and accurate

reporting of ‘deficiencies. In order to reach management decision, Rural

Development needs to provide us with specific controls that it will implement
\ ' - to ensure the POA&M process is complete and accurate.
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' Section 2. Ineffective Management of Access Controls and System VUInerabilities

Rural Development relies on computer-based information systems to carry
out agency programs, manage its resources, and report financial statement
data. The reliability of its systems is critical to Rural Development meeting
its mission. Logical access controls should provide reasonable assurance that
critical resources are protected against unauthorized modification, disclosure,
loss, or impairment. Further, timely identification and mitigation of system
vulnerabilities on Rural Development’s network resources help ensure that its
critical IT resources are protected from possible malicious attacks from both
intemal and external threats. Rural Development must implement and
enforce sound access control vulnerability assessments, and mitigation of
vulnerabilities identified to ensure the integrity, confidentiality, and
availability of the data maintained on its systems.

- Finding 3 ~ Rural Development does not Effectively Manage Access Controls

Material ‘weaknessés persist in Rural Development’s ability to effectively
control access to its sensitive systems and data. .Rural Development has not
established and implemented effective internal controls to ensure that (1) user
identifications (ID) belonging to former employees are timely removed, (2)
users have only the access needed to perform their job functions, (3) remote -
“access to Rural Development resources are properly managed and secured,
and (4) password settings conform to NIST 'guidance. Without effective
logical access controls, Rural Development’s critical loan data is at risk of
dlsclosure modification, or deletlon

DM 3140-.1.6 ‘ requires agencies to use individual user IDs and passwords to
control access to systems processing personnel, financial, market-related, or
~ other sensitive data. Further, Section 6¢, requires staff to remove employee
user accounts and passwords when the employee is no longer employed by
the agency. OMB Circular A-130 lists individual accountability as a pn:mary
mechanism for personnel security. It recognizes that accountability is
normally accomplished by identifying and authenticating users of the system
and subsequently tracing actions on the system to the user who initiated them.
Finally, Rural Development’s data security manual, dated February 16, 2000,
states that user accounts must be disabled immediately when a user leaves
Rural Development, when a user will be away from the office for 1 month or
. more, or when accounts are found to be inactive for longer than 90 days.

7 DM 3140-1 6, “Management ADP Security Manual,” part 6 of 8, Appendix D, Section 4.a.
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" Despite raising this issue in our prior audit, we continued to find that Rural

- Development had not complied with OMB, departmental, or its own policies
regarding user IDs and passwords. Rural Development had established a

. process of circulating user access lists to appropnate management; however,
the process was not effective because Rural Development security staff did
not include all Rural Development applications and did not instruct managers
how to interpret the system-generated reports, which can be difficult to
understand. The following illustrate the types of weaknesses we found:

In one of Rural Development’s networks with 706 user acc.ounts,. we
identified 341 accounts that had been dormant for over 90 days. Of
those 341 accounts, only 26 accounts had been disabled. Further, 162

of the 341 had not been used within the past year. and an additional - "

106 had never been used. In this same network, we found that
passwords were set to never expire, 533 of the 706 users had not
changed their account passwords in over 60 days, 356 of which had
not changed their passwords in over 1 year. Finally, this same
network allowed only four-character passwords and never locked
accounts when login attempts repeatedly failed. With these settmgs
user [Ds are at risk of being compromised by attackers using
brute-force password cracking software.

At one of the Department’s data centers, Rural Development manages
8,235 user IDs. Of those, 7,895 have passwords that-are set to never

‘expire despite Department and NIST guidelines that require the

expiration of passwords. The data center has requested a waiver from
Rural Development; however, Rural Development had not responded
to this request. ' '

-~ Our review of remote access accounts found that 782 could not be

associated with a current employee or contractor. Of those, 723 did

" not have a user name associated with the account. Without a

complete name to associate ownership, it is virtually impossible to
determine who is using those accounts. Further, we found five former

~ employees who still had active remote access accounts. One of those *-

five, who has been deceased for over 3 years, was brought to Rural -
Development’s attention in our 2001 audit. -

Our review of one of Rural Development’s major applications found

16 user accounts with the ability to update production application

programs. This access level was greater than those employees needed
to perform their job functions. Of those, 8 did not need access to the

- application and the other 8 needed only read access. In another

USDA/OIG-A/85099-4-FM
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major application’ that Rural Development uses to account for
billions of dollars of loans, we identified three system developers that

" had the authority to update all transactions within that application’s
production database. Best practices dictate proper segregation of
duties between system ~development and access to production
databases to ensure the integrity of the system’s data.

| Recommendation No. 5

Establish a timeline to correct the systemic 1nterna1 control weaknesses o
relating to loglcal access controls identified in this report. '

Agency Response. This = recommendation correlates — with -
Recommendation Nos. 9'and .10 in OIG Report 85099-2-FM, Rural
Development identified the actions planned to correct the systemic internal
control weaknesses relating to logical access controls in our response to that
report.
Rural Development will have a draft plan for the creation of verification
reports with instructions to managers on the purpose and a full explanation of
access privileges by March 2004. ‘When these activities and certification and
accreditation disaster recovery plan activities are completed, adequate
controls will be in place.
OIG Position. We agree with Rural Development’s actions to establish
verification reports and provide instructions to managers. . However, Rural
Development’s response did not address other access control weaknesses we
identified such as establishing controls over remote access and inadequate
system password settings. In order to reach management decision, Rural
Development needs to provide us a response which addresses all the access
control issues we identified and provide dates when those controls will be
implemented.

Finding 4 ' Rural Development is not Vlgllant in Identlfylng and Correcting
Identified System Vulnerabilities

We again identified numerous vulnerabilities in Rural Development’s
systems, including some that remained despite Rural Development’s
knowledge of the vulnerabilities through its contractors in 1997, and reported
by OIG in 1999 and again in 2001. Rural Development management has
continually reported to us that it had taken actions to correct the previously
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* identified vulnerabilities. However, Rural Development had not taken

adequate corrective actions to correct the vulnerablhtles we identified, has
not established controls to ensure all of its systems were scanned ‘on a regular

basis, or established effective controls to ensure that vulnerabilities identified

by its own scans are timely corrected. As a result, Rural Development s
systems are unnecessarily vulnerable to exploitation.

OMB C1rcu1ar A-130 requires agencies to -assess ‘the vulnerablhty of
information system assets, identify threats, quantify the potentlal losses from

threat realization, and develop countermeasures to eliminate or reduce. the

threat or amount of potential loss. Further, the Department OCIO has

established a pohcy2 that agencies regularly scan their systems for known .

vulnerabilities using a Department-purchased vulnerabﬂlty-scanmng tool.

Our vulnerability assessments included 99 metwork components and
disclosed 72 potentially high-risk,”> and 143 potentially medium-risk
vulnerabilities. Nearly half of the potentially high-risk vulnerabilities, which
can give an attacker administrative access to a system, were accessible from
outside of Rural Development’s own network. This level of access would

- give an attacker complete control over a system. Examples of some of the
~ high-risk vulnerabilities include:

e A software program was configured. to use default settings, which

“included a blank administrator password. Amn unauthorized user who

obtained access to that program and its administrator password could
‘obtain administrative access to the entire system. ‘

e A weakness in an older version of one system’s operating software
would allow a knowledgeable attacker to bypass authentlcatlon and
- gain full administrative privileges.

» A server was not adequately secured by allowing a default utility
' program to be accessible. This program would allow an attacker to
view information on the server and possibly galn access to user IDs

- and passwords. - '

Our analysis of the 72 high-risk vulnerabilities identified 66 that could hdve

_been avoided had Rural Development timely patched its systems. Of those -

66 vulnerabilities, .55 could have been corrected with a patch that had been

- available for over 1 year, and 9 others could have been corrected with a patch

that had been available for over 5 years. We further found that Rural

# “Cyber Security Manual,” DM 3500-2,7Chapter 6, Part 1, dated April 4, 2003.

3 Highrisk vulnerabilities are those that provide access to the computer, and possibly the network of computers. Medium-risk
_vulnerabilities are those that provide access to sensitive network data that may lead to the exploitation of higher-risk vulnerabilities.
Lowe-risk vulnerabilities are those that provide access to network data that m:ght be sensitive, but ]ess likely to lead to a higher-risk

exploit.
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Development had not maintained its virus protection software on all of its

- systems or patched its systems in a timely manner. Of the 23 security

incidents®® that occurred within Rural Development between June 2002 and
June 2003, 4 were due to the virus software not being up to date, and 8 were

- caused because security patches had not been installed in a timely manner.

~In its response to our prior audit report Rural Development reported to us

that it had corrected most of the vulnerabilities we identified. The remaining
vulnerabilities, which required coordination with multiple comumercial
software vendors, were to be corrected and verified by June 2003. However,
we identified vulnerabilities that simply required a password change that had

- still not been corrected. The vulnerabilities were passwords that matched the
user ID, making it unnecessarily easy for an attacker to gain entry into these -

sys'tems These vulnerabilities were reported to Rural Development in our
prior scans in 1999 and 2001, and were identified again by thelr own scans in
2003.

Rural Development also stated that they had formed an internal audit team to
develop a proactive security plan including the running of a scanning tool on
a penodlc basis to determine that systems are updated with the latest patches
and service packs. We found that this team had since been assigned to other

‘projécts and was not performing vulnerability scans, consequently not all of

its servers had been scanned on a monthly basis as required by the
Department and its own policy. 7 Ttis apparent that Rural Development has
not addressed the systemic weaknesses in its internal controls and s1mp1y

reacted to the findings in our report ' '

Finally, Rural Development instituted a server checklist in response to our
prior audit to ensure compliance with agency and Department policies, and as
an oversight tool for security staff to monitor system administration
functions.  This checklist included documentation of system location,
operating system and applications, system owner, and key personnel. While

~ Rural Development considered this a major accomplishment in its June 2003

POA&M, we found that the checklist was not completed with all of the
information needed to serve as a useful tool for the security staff. For
instance, some of the basic information such as the operating system was left
blank for 358 out of the 478 servers. In addition, only 9 of the 478 servers
showed that Rural Development had scanned those systems. using its
vulnerability scanning software.

2 Rural Development lack of adequate security incident response report under Fmdmg No. 2.
7 Rural Development “Server Policy,” dated April 2001.
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Recommendation No. 6

Establish controls, including second party review and oversight, to ensure
~ that vulnerability scans are performed timely and accurately, and that
corrective action on the vulnerabilities identified are immediately resolved.

Agency Response. The OCIO-CS runs scans on Rural Development
systems on a continuous basis. The Information Technology Working Group
Inter-Operability Laboratory runs scans of field office systems for specific
~vulnerabilities on a continuous basis. o

Rural Development will take corrective actions to correct the vulnerabilities
identified by OIG and will establish contro]s to ensure that vulnerabilities
identified by its own scans are timely corrected.

Rural Development runs scans on the web farm, Washington, D.C. systems,

St. Louis systems, and on systems for one-third of the country based on a

memorandum of understanding with ITWG. Web farm, St. Louis, and ITWG

scan results are tracked on a spreadsheet until the actions are closed.

Washington, D.C. scan results are discussed in weekly meetings, and a
\ o " tracking mechanism will be developed. o

OIG Position. We agree with Rural Development’s proposed actions;
however, Rural Development needs to describe the specific controls it intends
to implement to ensure that vulnerability scans are accurately conducted and
that identified vulnerabilities are timely corrected. - :

Recommendation No. 7

E.stablish controls to ensure timely applicatioﬁ of system updates and patches,
and that virus software is installed and systematically updated.

that provides enterprise-wide software distribution capabilities, in the web
farm and is in the process of implementing it in St. Louis and Washington, .
D.C. to verify that all patches have been applied to the systems.

PatchLink has two components: PatchLink Update Server and agent .
software. The agent will be installed on all St. Louis Rural Development
. workstations. A deployment plan has been developed for the St. Louis Rural
Development- organizations at all three sites. The deployment will be
accomplished in phases beginning on February 11, 2004 with specific subnets
identified in each phase. ' - :

OIG Position. We agree that Rural Development’s imﬁlementation-of |
Patchlink software will improve its abilities to ensure software and operating
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A

system patches are timely deployed; however, Rural Development needs to
establish policies on the use of Patchlink and controls to ensure the effective
use of the product in its environment (i.e., testing patches in a, test
environment Before deployment). In order to reach management decision,
Rural Development needs to provide a date when Patchlink will be installed
and implemented on all agency systems, and establish controls over the patch
management process. o :
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Section 3. App!icatioh' Change Controls

Finding 5 . . Application Change Controls Need Strengthening a

Rural Development was not following its own policies® for identifying,
~ selecting, installing, and modifying software. 'Further, those policies did not
conform to departmental, NIST, and OMB guidance regarding change
controls and segregation of duties. Hence, we were unable to validate that
system 'software - changes (1) received proper authorization, (2) were."
supported by change request documents, (3} were properly tested and test
results approved, or (4) were properly monitored while being moved into
productmn environment. . Rural Development officials were unable. to
provide us a plausible explanatmn for this internal control weakness, but
agreed that they needed to conform to proper change control procedures.
“Without proper software change controls, Rural Development cannot be

. assured that:
\ ~ e System functions are performing as intended;
e ~ data residing on, and extracted from, the system is reliable;
» only authorized and tested changes are made; :
e malicious programs are not introduced into the system; and
e security features are not inadvertently or deliberately omitted or

rendered 1 1n0p erable

USDA DM 3200-2.2% requlres a change control process for all major

' apphcatlon systems, which properly documents the change process including

, approval and acceptance of changes and testing the changes in a system test

. environment. The manual states that, “the process may include a change.

' ' control board or an individual who is responsible for ensuring that all
changes have been properly evaluated.”

NIST SP ‘800-12, “An Introduction to Computer Security: The NIST
Handbook,” recognizes that computer systems and environments in which
they operate change continually. For both major and minor changes, the
manual mandates system testing and appropriate documentation. According

_ to NIST SP 800-37,30 “Guide for the Security Certification and Accreditation,

2 spyral Developmcnt Application Information Systems Support Handbook,” dated May 1997. .
% DM 3200-2.2, “A Project Manager’s Guide to Application Systems Life Cycle Management > Sect:on 1.3.B ('7)(a), (b); and (d), dated
March 3, 1988. .
30 NIST SP 800-37, dated June 30, 2003, is still in draft and will replace Federal Information Processing Standards Publication (FIPS)
102, “Guidelines for Computer Security Certifi cation and Accreditation,” dated September 27, 1983, which is sn]l current, FIPS 102
discusses these issues on page 19, Section 1. 5 2; page 52 Section 2.7; and page 54, Section 2.7.3.
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of Federal Information Systems,” it is important to document the proposed or
actual changes to the information system and to subsequently determine the
impact of those proposed or actual changes on the security of the system. ,

Further, OMB. Circular A-130°" emphasizes, “separation of duties is the
practice of dividing the steps in a critical function among  different

individuals. For example, one system programmer can create a critical piece

of operating system code, while another authorizes its 1mplementat10n Such
a control keeps a single individual from subverting a critical process.”

Our review of 20* completed application changes disclosed -that system
changes were not properly authorized or approved before changes were
implemented.  The following describes some of the system change
weaknesses identified.

¢ Of the 20 system changes, 14 did not have test plans and test results to
demonstrate that changes were tested and approved before -being
placed into the production environment.

e System changes in two 1nstances were requested and approved by the
same person, which is a separatmn of duties issue.

s  Controls were not in place over cha:nges made by system
programmers to "the production environment. ~ We identified.
occurrences where system programmers were making changes
directly in the production libraries without first being authorized and
changes were being made outside the change management software so

1o audit trail was being created. This is further cornphcated by the
fact that we identified 16 system users who had been given update
authority to the production libraries even though their job functions
did not require this access. (See Finding No. 3.)

. System change requests were inconsistently documented and did not
contain all required details to authorize and implement the system
change

» Emergency changes are not subject to the same review, testing, and
approval process that apply to scheduled changes. Because Rural
Development does not have a process to identify emergency changes
in its change request log, no followup and approval was completed
after implementation of the emergency change.

31 OMB Circular A-130, Appendix II1, “Security of Federal Automated Information Resources,” dated November 30, 2000.
32 o review Rural Development’s Life Cycle Management process, OIG randomly selected a sample of 20 Requests For Automation
from a total of 135 modifications made between April 1, 2002, through April 1, 2003, to one of its major applications.
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Additionally, we determined that Rural Development was not effectively and
efficiently using its mainframe change management software to control
production software changes. Rural Development did not always use its
" change management software to move a system change into the production
libraries. Instead, we found instances where changes were being made
directly in the production libraries without being properly authorized or
approved. ~ This practice created numerous problems for the change
management group when they subsequently tried to, implement changes
through the change management software. Because the produotmn source
‘code did not match the executable program load modules maintained by the
change control software, programmers had to keep ﬁxmg the same problem
‘over and over again because the problem kept reappearing.

Finally, Rural Development uses change management software that allows it
to move applications from the development environment into the product1on
environment. The software has the capability to compare the program in
each environment to ensure the program runming in production is the

- approved program. However, Rural Development did not use the change
management software to ensure that the approved apphcatlon programs
matched the actial application program being executed in the production

v ‘ ~ environment. ' Rural Development officials were not aware of this feature;

consequently, it had not been implemented. As a result, Rural Development
cannot be assured that it is running the latest, approved programs and that
changes are being properly monitored and properly protected.

'Recommendation No. 8

. Bstablish controls to ensure that change control ‘procedures include
documentmg authorizations and testing before ehanges are implemented.

Agency Response Whﬂe Rural Development does have in place controls

" : _that, for the most part, ensure that change control procedures include-

' ' documenting authorizations and testing before changes to mainframe
applications are implemented, these controls can be enhanced.

Rural Development will conduct a comprehenswe review of the change .
control process for all major applications and the general support system.
The review will include ensuring that Agency policies are in compliance with
Departmental, NIST and OMB gu1dance regardmg change control and
- segregation of duties.

Based on th15 rev1ew appropnate changes will be made to agency pol1c1es'
and mechanisms will be put in place to ensure adherence to the policies:
- Milestones and timeframes w1ll be pr0V1ded when the review is 1n1t1ated
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0IG Position. In order to reach management decision, Rural Development
needs to provide a date when their comprehensive review of the change
control process will be performed.

Recommendatlon No. 9

Estabhsh controls to ensure that all changes are properly recorded and that
records contain all relevant information on the change

Agency Response. While Rural Development does have in place controls
that, for the most part, ensure that all changes to mainframe applications are

.. properly recorded and that records contain all relevant information on the
‘change, these controls can be enhanced.

Rural Development will conduct a comprehensive review of the change

control process for all major applications and the general support system.
The review will include enguring that Agency policies are in compliance with
Departmental, NIST' and OMB guldance regardmg change control and
segregation of duties.

Based on this review, appropnate changes will be made to agency pohc1es ?
"and Inechanisms will be put in place to ensure adherence to the policies.
Milestones and trrneﬁames will be prov1ded when the review is initiated.

OIG Position. In order to reach management decision, Rura.l Development
needs ‘to provide a date when their cornprehenswe review of the change
control process will be performed. - '

Recommendation No. 10

Establish controls to prevent the change control software from being
circumvented o

Agency Response Rural Development has taken immediate action to
remove update authority for 13 of the 16 users who were identified as having
update authority even though their job functions did not require this access. .’
The other three users are the system developers who were identified as
having the authority to update all transactions within one of our major
application’s production database. Update authority has been removed for
one. of these users. The other two users require update authority under
limited circumstances to assure the continued operation of the application.
~ Control of the update authority for these users will be temporarily assigned to -
" the change control manager pending the outcome of the comprehensive
review described below.

USDA/OIG-A/85099-4-FM . : Pagc 24




Rural Development will conduct a comprehensive review of the change
control process for all maJor applications and the general support system.

'The review will include ensuring that Agency policies are in compliance with

Departmental, NIST and OMB guldance regarding change control and
segregauon of duties.

Based on this review, approprlate changes w111 be made to agency pohc1es

and mechanisms will be put in place to ensure adherence to the policies.

_ Milestones and timeframes will be provided when the review is initiated.

'OIG Position. While we agree with Rural Development’s decision to
‘remove update access for several users, additional actions are needed to

ensure the integrity of the application change control process. In order to
reach management decision, Rural Development needs to fully explain the

_controls it intends to establish over update authority, and providé us a date
when it will complete its rev1ew ofits change control process.
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" Section 4. Field Office IT Controls

'

Finding 6

Contingency Planning

IT Controls at State and County Offibes Need Strengthenihg

Rural Development has not ensured that all IT security controls are in place
at its State and county offices. Specifically, State and county offices had not -
adequately maintained contingency planning documents, physically secured
IT equipment, and ensured that all of its field employees received security

* awareness training. While Rural Development had IT policies in place, it had

10 controls established to. enforce those policies at the State and county
levels. As a result, Rural Development cannot be assured that its IT
resources are properly secured at its remote offices.

~ OMB Circular A-130 requires that agencies prepare contingency plans and
that those plans be periodically tested. OMB also requires that agencies

establish adequate controls to ensure that IT assets are adequately protected,
and that employees receive training to ensure they are aware of their security -

.responsibilities. Further, DR 3140-1 and Rural Development’s security
" handbook require annual security awareness training for all employees.

In

Of the 10 State and county offices we visited, only 1 had an adequate

contingency plan. - Of the remaining nine offices, two could not locate their
contingency plans and seven had plans that lacked sufficient detail to ensure
a successful recovery in the event of an actual emergency. For example, one

" contingéncy plan’s ‘notification’ section contained the names of nine

personnel that were no longer employed by Rural ‘Development, and - its

‘Off-site Storage Location’ section was left blank.

A critical component of any 00ntingéncy plan is the planning for data
backups and the storage of backup media. We found that backup procedures

" were being performed at all locations we visited where that responsibility was |

assigned to Rural Development;33 however, six offices did not adequately
store their backup tapes to prevent their destruction in the event of a disaster.
For example, one office was storing the backup tapes in the same room as the
system. In order to ensure the safety and reliability of backup tapes during an
emergency, backup tapes should be stored a safe distance from the main

. operating environment.

% The responsibility for backups was assigned to another CCE agency at one of the offices visited.
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Physical Access Controls

~ Physical access controls restrict access to computer resources to only those
personnel who need access to administer the systems and ensure that the data
that reside on those systems is not compromised. At 5 of the 10 State and
county offices we visited, we observed that critical systems were left in
common areas or unsecured supply closets to ‘which 'e,veryone had access.
- For example, at one office the server was located in a storage room. This
. storage room was thé only path that leads to the employee break room.
Therefore, employees moved back and forth though this room throughout the
‘day. At another location, the server room was Jeft unlocked throughout the

day. While the server room door was secure ip the evenings, the room had an L

unsecured exterior window that would allow easy access to anyone.

Security Awareness Training

Of the 10 offices we visited, employees at 9 of those offices had not received

their annual security awareness training. While some training had been

- initiated in five of the nine offices, security awareness training had not taken

n o ~ place in over 2 years in the remaining four offices. Rural Development has

issued a comprehensive security handbook that outlines policy, assigns

~ responsibility, and identifies controls that are to be implemented to protect

Rural Development information. The handbook is specifically designed for

individual employee users and is a great supplement to the annual security

awareness training. However, while the handbook -contains comprehensive

information to ensure good security practices when implemented, the

handbook becomes ineffective unless employees have access to it. We found

that employees in 6 of the 10 offices we visited did not have a copy of the

security handbook. Without providing employees with adequate annual

security training or access to comprehensive security guidance, Rural

" 1 “Development cannot ensure employees understand or be held accountable for:
. basic security responsibilities.

Recommendation No. 11

Establish controls that Rural Development’s pbliciés are impleménted at t'hé
local office level. ' '

~ Agency Response. ITWG is developing a user and technical security
policy for use at the local office level. Rural Development is represented on.
the ITWG group. The ISSPM review is scheduled for the third guarter of
Fiscal Year 2004. Subsequent to the ISSPM review, the manual will be
distributed to the ITWG team leaders for general review. ‘
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)

Rural Development also conducts State Internal Re\}iews to ensure that IT _
security controls are in place at the State and County Office level. The

review is conducted using the State Internal Review Handbook which
includes an Information Resources Management Review Guide.

Rural Development also has an Administrati\?e Review process in place that
includes a review of IT security policies at the local office level. Rural
Development offices in Mississippi were reviewed in June 2003.-

OIG Position. We agree with Rural Development’s proposed actions;
however, our review indicated that, while policies existed, Rural
~ Development did not have controls in place that ensured the effective
implementation of the established policies. In order to reach management -
decision, Rural Developmeént needs to provide assurance that the user and
technical security manual being prepared by the Information Technology
Working Group will cover the issues identified in our report, and that Rural
Development-initiated Statg. and county office reviews be strengthened to
ensure the enforcement of those policies. Finally, Rural Development needs
to provide dates when both of these actions will be implemented.
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Scope and Meth'odology S

The audit was conducted in accordance with Government Audltl ng Standards
ﬂom May through October 2003. :

We tested selected Rural Development computer networks ‘to identify
_ vulperabilities that could enable unauthorized users to access sensitive data
. stored on or transmitted over Rural Development systems. We used
commercially available software applications to assist us in our security
review of Rural Development network components located in St. Louis,

Missouri, and Washington, D.C. Network components were judgmentally - -

~ selected for review from Rural Development’s list of components and our
discovery scans. The universe of Rural Development network components
could not be determined because Rural Development’s network spans
numerous office locations in Washington, D.C., St. Louis, Mlssoun 47 States
and county-based serv1oe centers.

- We also performed limited scope testing at judgmentally selected State and
T - county Rural Development offices, based on program activity, to evaluate the
adequacy of IT controls in those offices. A total of 10 State. and county
offices were visited in the states of Alabama, Mlnnesota Iowa, Oregon, and
Pennsylvania. :
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General Comments

~ The weaknesses dlsc]osed in this report represent, in our oplmon, material
internal control weaknesses in Rural Development’s ability to secure its IT
resources, including those resources that impact its financial management and
reporting functions. Therefore, Rural Development needs to 1dent1fy these
matenal weaknesses in its FMFIA report until corrected
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Exhibit A - History of OIG Evaluations of Rural Development IT Controls
| — ‘ ‘ “Exhibit A— Page 1 of 1

EVALUATIONS

ISSUE**

{04099-89-FM)

Programs Standards for Testing,
JTanuary 1990 (04099-70-FM)
Remote Transaction Processing,
February 1992 (04600-4-FM)
Evaluation of FmHA Information
Systems Security Program, July 1992
Computer Security, March 1994
- Risk Analysis, March 1997
Aundit of tﬁe Rural Development - ;
Conisolidated Financial Statements for
Fiscal Year 1997, May 1998
(50401-21-FM)
March 2000 (85099-01-FM)
(85099-02-FM)
Review of Rural Development’s -
Information Technology Resources
Security (85099-04-FM--This repoit.}

Security Over Rural Development’s

FmHA Controls and Security Over
"National Standards and Technology
FmHA Selected Aspects of FmHA '
Rural Develo]ﬁmcnt's Information”
System Controls Need Strengthening,
Information. Technology Resources
Needs Improvement, August 2002

FmIIA® Debt and Loan Restructuring
System, November 1988 (04673-3-5F)

- Audit of National Systems Application
UNISYS Rural Development Network

T

S
e
o
S
e
=

1. System Testing / Certification

2: Testing of Applications /

Contro] over Production _. X X X - X X X X
Libraries, : ) e _
3. Security Program - . P X X b's X. X X X
4, Access Controls ' ox x | x X x | x X
5. Disaster Recovery /
. Contingency Plan X X X X
6. Secure Access to Intermet . ' ‘ - ‘ . . X X 1 X X X
7.Remote Access - S X | ox X X X
8, Passwords ' o . . : X X . X X X
‘9, Physical Security ' X X 1 X
10. Organizatibnal Stuctre - | X : - _ S : X ‘ X
11. Training _ h . - : X X X -
" 12. Incident Response | . : ) ‘ o
Procedures . R C X X - X

M The scope of each evaluation did not include all issues.

35 The USDA underwent a major reorganization and realignment of program areas involving the activities of the farm, rural ‘housing, and -

rural development programs managed by Farmer’s Home Administration (FmHA) and Rural Development Administration (RIDA).
During USDA’s reorganization in October 1994, th loan and grant programs managed by FmHA and RDA were combined with other
programs in the newly created Rural Development agency. : ' ) .
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| EXhibit B - Agency Response

Exnhibit B Page 1 of 14

USDA

Unll-a Elalss
De]urtm-m. af
Agriculturs - -

! Rumal Dayllnpmrnl

, Dpemtlr;nsrand L
. - Management - - REPLY TO ] .
. Washington, DG - ATTN CR: ' FC421’ ,

2!:25 . Lo
o SUBIECT Ofﬁce of I.nspcctor General Report 85099-4-PM

0 Tofn Puceell : :
’ Director, Financial Managcmr:nt Dmusmn
’H—]ROUGH. Sherie Finton Henry e )
Deputy Adrinistrator fcr \Jr(’.y\,‘..,i e
Oparauons and Managcmcnt .

FROM; ' {j-Thomss . Hennah V{%’ E
Chu:f hlfonnatlon Offy
As :e.que.sted in. yuur memorandum dated January 16, 2004 fo]lowu1g s -
S information Telated to, the mcommendanons in Oifice of Inspector, General (OIG)
Report B5059-4-FM, Rcwew of Rural Dcvclapme.nt ] mformaunn Te.chno!ogy
- Resources Secuzity. .
As was mscussed durmg the ex1t cunference ;hcld on January 6; 2004 some .
recommendations in this report are very similar to recommendations in OIG
- Repcrt 85099-2-FM, Security Over Rural Dcvclopmcnt s Information Technology .

Resources Needs Improvement. Consequently, soms. achons taken to resnlve the
‘ -ﬂndmgs will o'.'erlap betwe.cn the two repons . . -

Recnmmcndﬁtlun 1 : .

) Unhl fundmg is obtmncd to 1mplement broadcr orgmnzauonal changes, u:nplement
interim measures with spemﬁc timeframes for achievement to ensure that security’
controls, including those recommended elscwhcre. in this Teport, are !mple.mﬁnted ‘ ‘ '
and cffcctwe.ly carried out, . .

. .Commeufs

Thm recommcnclanon currelates w;th Rccnmmendatmn 1 in OIG

Report 85099-2 ML In-OIG's response to Recommendation 1, whﬂc )

acknowledging that Rural Development does not haye authority to realign thc
. Informiation Technolngy Staff untﬂ Lhc Common Cumpuhng Enwmnment

H.lnl Dmlnpmm |l - Equll Dppum-n’iyumier Cnmplalnh o
dsaininalion shookd ba sant lo: Enu-nl:rynf}qﬁwlun
Wishinglen, DG 20250

-
=50
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Exhibit B — Page 2 of 14

convargencc is complete, OIG states that Recommendation 1 w11] Temain "
" cutstanding until Rural Development, along with the Office of the Chief - )
Information -Qfficer (OCFO), can agree to and implement an effective manage_‘.ment .
. siructurs over Rural Devalopment’s informatien security program. |
1.
The Deputy Admmlstratnr for Operaticns and Managcment (DAOM) is shown .
orgamzahonal]y under the Administrator, Rural ‘Housing Service, for hudgcta.ry
'purposes ‘only.. For all ather purposes, the DAOM reports directly to the Under
. Secretary for Rural Developmant. :Accordingly, the Under Secretary is the sccond ‘
o Llevelef command for T.'ne Chmf Infonnaucm Ofﬁccr (CIO) v

The Rural Development CIO is ass1gncd wa mgher ]e.vcl w:ﬂun the orgamzat;lona] o ' ’
structure than the CIO in the Service Center partner agencies. For example; in the -
Farm Servmc Age.ncy, the Undcr Sccrctary is the third level of com:mand for the
. CIO .

_Rura] Deve]cpmcnt has ta.kcn stcps tu ensure that sn:cunty controls, mclud.mg those
. recom;ncnded elsewhere in this rq.port arf:. n;uplam_ented end effgctively caried '
-oat, . ' . R

Effective I a.num'y 12, 2004 the Informahon Systems Sccunty Staff (ISSS) was
reassigned to report, dm:.ctly to the Deputy Chief Information Officer (DCIO). This.
-, emphasizes the level of impartance ¢urrent management placr:s on Security-issues
and frees the sécurity staff from the normal intemal debates en prioritization by
establishing security-as always having the highest CIO priority and allows the 1888
-10 effectively implement | thc Agency 8 Infoxmauon Systems Sccu.nty P:ogram

. (ISSF).

+In add1t10n an ons1te. se.cunty position was csiabhshe.d in the Washmgton D C,,
office as the linison with ISS5 on Washington, D.C., related security issnes. :
o . -Responsibilities of this position include coordinating and reviewing general "
support system or mejor application risk assessments, security plans, and
 mitigation cfforts; assisting in identifying, researching, mitigating, and repomng
" on security-related information pertaining to incidepts and ‘acknowledged or
' sus;mctcd weaknesses and vu]nerab:lmcs in the agency’s information systems; and",
. wssisting in gathering, resnlv:ng._and reporting on Departmental, oversight agency,
.and agency internal and external audit information and mitigation efforts. -
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Exhibit B — Page 3 of 14

Weekly mceﬁngs were {nitiated in Dccembar 2003 'b::then the. Washmgtnn D c.,
lialson and the ISSS to diseuss open seeumity related jssaes. A tracking sprcadshect
Tias been created which includes the issue, the date it was raised, the responsible
entity, and the status. This has greatly improved the standardization of security |

 throw ghout Rural Dezvelopment and provides a means of cummumcanon of issues
ﬁ'om both pcrspectwcs the Waahmgton DC., c:ﬂmmumty and ISSS.

Tc furthcr ensure that security controls are implemcnti:d apd effectively carried. ..
out, s project plan has been put in place to monitor and track all outstanding audit
. findings, with particular emphasis on those relatgd to the security program. The
project plan is maintained en a spreadshest and is monitored by & team which
includes the Tnformation Systcms Security Program Manager (ISSPM) and
Tepresentatives from the Financial Management Systerns Branch. Weekly team. ;.
meetings are held to determine corrective actions needed, to, ‘establish hmcframe.s
and individual raspans:blhty for corrective actions, and to review the status of
proposed corrective actions. The project plan is & living document that is
supmitted to the DCIO on a bs-wcck]y bas1.=. Overmght is prov1ded hy the DCIO
.and the C[O

The tcam elso plans oo hava periodic dlscussmns posmb]y ona monthly bas1s, with
[OIG staff 4o clarify isanes and to assist in ensuring that proposcd comective actions
’ addrcss the systemm cause of the audit ﬁndmgs

"Recummendanonz S '- N L

Rura] Devclopmem needs to cstabhsh 1 second—pa:ty review wn:hm its .
"menagement decision process relating to Information Technology to ensure that

the corrective ections proposed address the systemic cause of the audit finding.,
Further, fnllow-up needs to be done at the National office level to ensure corrective
.actions have besn effcchvely 1mp1cmented beforc ﬁna] acuon 1s forwarded tD Thc
OCFQ. - :

‘ Comfneuts '

The Rural Davelopmant andit resolufion and revmw process starts wn'h subjact
matter experts and evolves through the various levels of management. The subjcct
matter experts, for example the ISSS for security findings, provide detail
information that is included in the project plan and is the sowrce of the fesponse to’
OIG te reach management decision and fo the OCFO to support requests for final.
action, The informeticn gathered from the subject matter experts, in addition to
research of other sources, is used by the Financial Managemcnt Sysr.cms Bram:h
.rcprascntatwes to formulats the responses.
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Exhibit B — Page 4 of 14

Onee formulated, the proposed corrective actipns are reviewed by the subject
matter experts, the DCIO, the CIO, and the DAOM prmr 10 submsswn to OIG-

’ andlor 0 DCFO - . .
A project plan has been put in placc to monitor and track a]l Dutstandmg au&:t

* findings, with pariienlar emphasis on those related to the security program. The
project plan is mainteined on a spreadsheet and is monitored by a team which.
imcludes the Information Systems Security Program Manaper (ISSPM) and
representatives from the Financial Management Systems Branch. WeeKly team
meetings are  held to determine corrective achons needed; to establish’ umefmmas
and individual responsibility for corrective actions, and to review the statug of ©
proposed corrective actions, The project plan is a living document that is
submitted to the DCIO ona bl—weekly Dasis. Ovcrs1ght is prov:dsd by the DCIO
-and the CIO.

! " The taam a]su plans to have pcnoﬁuc chscusmons poss:h]y ona monﬂﬂy basus w1th
OIG staff to clarify issues and to assistdn ensuring that proposed con-ecl:wc acncns y
address the systemlc cause of the audlt ﬁndmgs

Rccommendannn i

_Estabhsh g p]an of aetion with specific hmaframcs and aliceate appropnate. .
 Tesources to establish pohcles and controls to ensure compliance with Office of
- Managcmem aud Budget {OMB) C::cular A-130 and ZEISMA

Comments .
* This rccommcndauon correlates with Recnmme.ndatmn 2a js n OIG -

‘Report 50401-21-FM, Audit of the Rural Dcvelopment Consalidated Fmanmal
“Statements for Fiscal Year 1957. We request that Recommendaiion Zabe closed
_ - - and that Future activities related to OMB, Cn'cular A—lBD bc addresscd undcr to
f . . Rccnmmcndanon 3 in the subJ ect report :

Rura] Dcvelopment 15 in the midst of ccmﬁcaﬁon and accredit.auon of its maJor
_Applicttions and general support system in accordance with OMB Circular A—130 '

- Security certification is & comprehensive assessment of & system’s technicaland .~
non-technical security features and safeguards which estzblishes whether the
system: and its operating crl\'lrnnmant meet a set of speczﬁcd security requirements -
and provides o comprehensive factual basis for making an dccreditation decision.
System accreditation is a management decision by senior agency official(s)
euthorizing operation of Information Technology eystems based upon the
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cerhﬁcat! on proccss as documented in a certification package and explicitly
defines and accepts residual risks present in the subject systems. Information,
Technolo gY contm gency planning is mcludcd in,the ceruﬂcatmn and accred:tatmn
PIOCESS. | . . I

Certification and accreditation sctivities performed during the first quarter of
Tiscal Year 2004 were primarily preparatory and planning priented. Tools were:

‘created and refined for guiding and streamlining certification and acereditation

efforts ihclnding templates for performing privacy impact assessments, secure .
featnrcs users gmdes and trusted facilities mam:rals

An m]partmt focus of the early stage of cemﬁcanun and accrcd:tahon activities
was to establish good communications with the United States Department of
Agriculture key players who will be integral to the whole certification and
acoreditaiion activities effort. This was accomplished throug,h meetings, slide’ |
presentations, and the cre.auon and distribdtion of ce.ruﬁcahnn and accrad.ltatlon

.activities tool hts to the systcm QWneTs.

Rurzl Dcvclopmcnt would Tike to meet wzth OlG to d.lSCIJlSS reqmrements for

closing this re.commcndatmn to ensure that we havc & mutual unde.rstandmg of the
gpecific steps that need to be add.msscd, The finding and recommendation in OIG
Report 85099-2-FM, as well as in 'this report, are very broad. Rural Development

" beliaves that by concentrating on certification and accremtauon, disaster recovery

plen, end Federal Information Security Management Act (FISMA) compliance °

"while addressing B.ccess contral and other dutstanding audit issues, we will have -

come a 1ong Way to bringing owr ISSP into compliance with OMB Circular A-130.

" We would like to spacifically identify any other stcps that are rcquu-ad for OIG to

consider this at::m closed
Rccnmmr:ndmon 4

Estabhsh contro]s over the Plan of Action and Mﬂcstones (POANI} rcperhng .
process, including a sectnd party review, to ensure that weaknesses are ‘properly

‘reported and that milestones reflect effective and measurab]e actlons toward

comp]e.unn of thc wcalmcss

USDA/OIG-A/85099-4-FM
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Comments

:

i 'I‘hc Ru.m] Developm::nt POAM is the official document for repo-:tmg to the Ofﬁce .
of the Chief Information Officer-Cyber Security (OCIO-CS) on actions. bamg taken

“to improve and sizengthen the Rural Development Information System Securjty

f ng;ram (ISSP) and the individual major epplications and general spppart syste.m

in confonna.ncc with Fe.dcral and Deparimental rcqmrcmcnts

'I'hl: POAM update was rcformatted to conform to recently released Office cf
Menapement and Budget/OCIO-CS guidelines regarding the FISMA and the -
weaknesses 2nd vulnerabilities identified during the analyses of.the Fiscal Year

-2003 FISMA submission.: Existing and newly defimed milestones will be -
. mtcgratcd into appropriate POAMs for the overall ISSP and each ma_]or

apphcaimn and generai support systcm

Tu further ensure that security. cuntrols are mplemented and effecnvely carried
out, a project plan has been put in place to menitor and track all ontstanding audit

findings, with partlcula: emphesis on those related o the sechrity program. ‘The

project plan is mmntamcd on a sprcadsheet and is monitored by & team which
includes the IS SPM and represenitatives from the Financial Management Systems
Branch. Weelly team mestings are held 10 determine corrective actions needed, to
establish imeframes and jndividual responsibility for corrective actions, and to
review the status of propesed comrective actions. The project plan-is a living
document that is submitted to the DCIO on bx—wcck]y basis, Ow:rsxght is -

"provided by the DCIO dnd the CIO,

‘Andit rcsoluhon mformatlon ﬁ'om the per.ct pla:n is mcludcd in the POAM.

*Quarterly status reports; including ar executive summary, are submitted to the ' )
:OCIO -CS. Prior to submission to the OCIO-CS, the execulive summary is -
 reyiewed and approved by the DCIO, the CIO, and the DAOM. The Rural.

Development program administrators areprovided copies of the guarterly POAM .
status reports. OCIO-CS rewews scores, e.nd ccnsohdar.es the dctaﬂ mformahon

" into a Dcpartmental r-:port

Rccommcndau cn 5

Estﬂb]ish a timeline to correct the systemic internsl control weaknesses i"el_atin'g to
‘logical. eccess controls identified in this report. ) '
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.-Re.commsndahon il

Cnmrﬂent's : o

Thls recurmncndanon con:elates Wwith Recommendations 9 a.nd 101in 0IG

Report 85066-2-FM. Rural Development identified the actions planned to correct

the systemic internal control wealmcssas ra]atmg to logmal access controls n 0IG |

Report 85099 2 FM.

'Rura] Development will havc a draft plan for the crcahon of Venﬁcauon repnrts g

with instictions 10 managers on the purpose and & full explanation of access
pnvﬂegcs by March 2004, When these sctivities and certification and
accreditation disaster recoyery plan activities are complated, adequate access
comrols w111 be'in place

. Ta furthe.r enstue that secunty cunt:ols are m:p]emanted and effachvely carried
Cont, 8 project plan has been put in place to monitor and track all outstanding audit

findings, with particular emphasis on those Telated to the security program,. The
project plan is maintained on a spreadsheet and is monitored by & team which
includes the Information Systems Security Program Manager and representatives

“from the Financial Management Systems Branch. Weekly tean meetings are held
.. to determine corrective actions needed, to establish timeframes-and individdal

responmbﬂlty for corrective actions, and to review the status of proposed cum:ct:we
actions., The project plan is a living document that is submitted to the DCIO ona -

~ bi- wealﬂy basis, Ovamght is provlded by the DCIO and the CIO.

Es_ta'bli_sh caﬁtm]s,_ inc]ud:in g second pany: teview and oversight, to ensure that

vulniersbility scans are performed timely and accurately, and that corrective action .
on the Yulncrabilit._icstid.cqtiﬁc;d are immediately resolved.

_(fomments

Thé OCIO-CS runs scans on Rural Deﬁélopmént systems ona cont’muéus basls.” - )

The Informetion Technology Working Group Inter-Operability Laboratory runs
§Cans on ﬁe.ld ofﬁcc systems far spec1ﬁc vuln:rab:hnes on a continuons basm

Rural Deve.lopment will take correcl:we. actions to cor_rcct the vu]ncrabﬂltms

identified by OIG and will cstabhsh controlsto ensure that vulncrab:hhcs
identified by its own scans are timely comected.
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Rural Development uses PatchLink, a software uiility that provides enterprise-wide

software distributicn capabﬂmes, in the web farm and is in the process of
Jmplemenung it in St Louis and Washmgton, D.C,, to verify that all patches have
‘been applied to the systems, Unapphed pamhes ATE :nsta.lled and excephops are .
tracked on spreadsheet .

' Rum] Deve] oprnent runs scans on the web farm, Washmgton, D.C., sysbems, '

St Louis systems, and on systems for one-third of the country based ona,
memorandum of uriderstanding with TTWG. Web farm, St, Louiis, end ITWG scan
results are tracked on. = spreadsheet until the actions ave closed.” Washington, D. C.,
SCEN TS6UlLE 816 d:scussed in weekly meenngs and a tracking mechamsm w111 be
developed.” : .

The Alert Team d1stnbutes nut:ﬁcanon of vulnerablhhes and patches to s})ste.m '
. © administrators in the web farm, St. Lovig, and Washmgton D.C. and trackﬁ R
-folluwup activities in & traclc.ng data Dase.

Rura] Development will Jmplement PatchlLink across.our network This capabxllty
is especially needed in order to apply critical security patches in a imely manner.
-It also provides monitering and reporting capabilities to track the status of the
patch updates '

Patchlank has two components PatchLink Update Server and agent snftware
The egent will be ifstalled on all St. Louis Rural Developiment workstations. A
deployment plan has been developed for the St. Lonis Rural. Developm&nt
'ergamzahons at gll three sites: 4300 Goodfellow Boulevard, 1520 Market Street,
. and 2350 Market Strest. The deployment will be accomplished in phases
~beginning on Februa.ry 11, 2004, with spemﬂc subnets ldentlﬁed in each phase,

Durmg the initial deployment process, Patchlmk wxll perfonn a &scovery of the
. workstations -esigned to the subne':s and register them to its sérver; will push the,

client PatchLink egent to all the workstations in the subnets; and will d.eploy the

recently released Mlcrcsaft putch (Mmrosoft Security ] Bu.llet.m MSO4—OD4~)

‘ Recommendatibn 7

Establi sﬁ controls torensure timely application of system updates. and patches, and .
that virus software is insialied and systematically updated.-
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" Comments : o !

| OCIO-CS rumns scans on Rural Development systerss on a continuous basis, 'i'he 7
-Informetion Technology Working Grotip Inter-Operability Laboratory Tns sCans
.on field afﬁce. systems far spccﬁ"lc vulne.rabﬂmas ona cmntmunus bas1s ’

Rural Developmcnt wﬂl take. com:cnve actions.to con'ect thc’ vulnerab:hnes .
identified by OIG 3nd will establish controls to ensure that vu]ne.rahlhne.s o
1dennﬁsd By its own soans are timcly correctcd :

_Rnra] Dcvclopmcnt uses PatchLmk. a software uh.hty that provides anterpnse-—w1de
-software distribution cepabilities, in the weh farm and is in the piocess of L
_implementing it in St. Louis and Washington, D.C., 1o ve.nfy that all patches haVc
been applied to the systems. Unapphcd patchcs are mstallcd and excaphons are B
trm:kcd cna spreadshcat_ o :

Ruyrai Davclopmcnt rums scaris on the wcb farm, Washmgton D.C, systcms,

&t. Louis systerns, end on systems For one-third of the country based on a.,
memorandum of understending with TTWG. Web farm, St. Louis, and ITWG sean
_msults are tracked on & spreadsheet until the actions are closcd Washmgton, D.CS
scan results are chscusscd in weakly meeungs

* The Aleit Tt:am chsmbutas nouﬁcauon of vulnerabilities and patches ta. systcm
‘administraiors in the web farm, St. Louis, end Was'hmgton D.C, and tracks
'fnl]nwup activities in'a tra.ckmg data basc

~ Rural Dave]opment will 1mplemcnt Patchlmk atross OLT network. This capablhty
. is especially needed in order to apply. critical security patches i iha timely Toanner.
It elso prevides monitering and reporting capabilities to track the status of thc
patch, updatcs

PatchLmk has two components ’PatchLmk Updatc Server and agent software.
) © - The agent will be installed on all St. Louis Rural Development workstations, A
v o dcployment plan has been developed for the 8t. Leouis Rural Development
: organizations at all three sites: 4300 Goodfellow Boulevard, 1520 Market Stract,
and 2350 Market Sweet. “The deployment will be accomplished in phases
begmnmg on Fsbrua.r_y 11, 2004 w:th spec}ﬁc subnets 1dsnt|ﬁad in cach phase,

Dunng the initie) deployment pmccss, PatchI..mk will pcrform a dxscovcry of the
warkstations assigred to the subnets and register themn to its server; will push the
client PatchLink agent to all the workstations in the subnets; and will deploy the
recently released Microsoft patch (Microsoft Security Bulletin MS04-004).
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Recommendation 8

. Establish controls to ensure th'at change contfn] prucc.dure.s mc]ude documcntmg

authonzaﬁons and testing bcfure changes are Jmp]emcntcd
Cummants

Rural Developmient does have in place contrals that, for the most part, ensure that
chenge contral procedures include documenting anthorizations and testing before
chenges to mainframe applications are Jmplcmentcd. In accordancc with United
States Department of Agrieulture Departmental Manual (OM) 3200-2.2, A Project
Manager's Guide to Applicatien Systems Life Cycle Management, our process .
includes a change control group that is responsible for ensuring that a1l changes
have been propexly evaluated. This group reviews all change packawes before
including thern in releases to the production library. The package must inclnde &
reference to the\raquest for automation or problem report that awthorizes the
change and other documentation; including user acceptance letters. In these letters,

uvser representatives cextify that they-approve changes made-for the request, that the |

results of the test output are acceptable, and that the change shonld be moved into
production. The change: contrcﬂ group wiil not accapt any packages that do not-

' mclude user acceptance. letters
'We do rccugmza that thesc cnntrols cén be enhanced. C '

ARuml Devalopment will conduct a comprehanswe Teview of the change control -
‘process for a1l major applicaticns end the gcnera] support syste.m. The review will =

inclnde ensuring that Agency policies ere in compliance with Departmental,-
Natienal Institute of Standaids and Technelogy (NIST), and OMB gu1dance
regarding changc contro] and se gregation of duties.

Based on this review, appropnate changes will be madc tn agcnc;y policies a and

-mechenisms will ba put in place to ensure adherence fo the policies. Milestones

and tirmeframes will be pmvlded when the review is mmated_

To enstire that sccunty controls are 1mplemented and cffcct.wcly came.d out, a
project plen has been put in place to monitor and track all cutstanding audit -
findings, with particular emphasis on those related to the security program. The.
project plan is maintained on a spreadgheet end is monitored by & team which -
includes the Information Systems Security Program Manager and rcprcse.ntauves :
from the Financial Management Systemns Branch, Weekly team meetings are.held
to determine corrective actions rieeded, to estabhsh timeframes and individual
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Recommendation 8

11

rcsponszhihty for c:nrrectwe sctions, dnd 1o Teview the status of proposcd corrective
ections. The proj japt plan isa living document that is submitted fo the DCIO on,a, -

"bi-weekly basis, . Oversight is provided by the DCIO and the CIO.

Establish controls to ensure that all.changes are p'rbperly‘ recorded end that recm_-d;-;
contain ﬂ.ll releva'.nt information on the-change. : : : .

Comments

Rural Dev:alnpment does have in placc controls that, for the most part ensure that.”

g1l changes to mainframe applications are properly recorded and that records
contain all relevant information on the change. Fach change must be supported by

‘a request for automation or a problem report. . The requests for antomation-and
" problem reports are submitted to the appropriate Faformation Resources

Menagement organization to be recorded in the Request for Automation 'IErac]qng

System. If the request for avtomation or problem report dogs-not include all
_relevant information on the change to be properly cvaluatcd, 1t is mtumcd to the.
'subm.lttcr for addmonal 1nf0rmaucn '

We do recognize that thess conh-n_ls can be énhanced.

Rural Development will conduct a comprehensive review of the change control .

process for all miajer applications and the ganeral support system. “The review will|

include ensuring that Agency policies axe in compliance with Departmental, NIST
and OMB gmdance tegarding change control and segregation of duties,

Eased aon this review, eppropriate changes will be made to agency policies and
mechanisms will be putin place to ensure adherence to the pohmes Mllestnnes
and m'neframes will be provided when' the review is inifiated. - -

Tao ensure. that security controls are implcmcﬁtcd and cffcctiva}y,cniricd out, a

" project plan has been put in place to monitor-and track all outstariding audit . \

findings, with particular emphesis on those related to the security program. The
project pla.n is maintairied on a spreadsheet and is monitered by a feam which

includes the Information Systems Security Program Managcr and representatives :

from the Finencial Management Systems Branch. Weekly team meetings are held ~
to determine gorrective actions needed, 1o establish timeframes and mdw:dnal

TESP nnmblhty for correcl:We actions, end to review the status of proposed comective.

#ctions. The praject plan is a living document that js submitted to the DCIOona
bl-wne.k]y basis.” QOversight'is prowdcd by the DCIO and the CIO.
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Rccomnicﬁﬂation 10

Establish éohtrols to prevent thé change contrn) saftware from being circumyented. |

Commients !

" Rural Dcvclopment hes taken immediate action to Temove update aurhonty for13
of the 18 users who were Jdcnhﬁed as having update authority even though their
job functions.did not require this access. We note thers is no evidence that these

users inappropriately vsed that authority to malke changes direetly in the production .

libraries without first being authorized. The other three users are the system |
developers whe were identified as having the authority to update all transactions
within one of our major application’s production data base. Update avtherity has
been removed for ane of these users, The other two users require update authority
under limited circurnstances to asstre the continued operation of the epplication.
Contro] of the ﬂpdatc authority fot these users will be tamporanly ags)gned to the
change.control manager pcndmg the outcome of the comprahcnswc eview -
dcscnbed belaw. - »

Rural Development will conduct & comprehensive review of the change control
process for all major applications and the general support system. - The review will-
include ensuring that Agency pohmes are in compliance with Departmental, NIST,
and OMB gmda:nce rcga:dmg chenge control and segre.gatlon of duties. ' >

Based on this rev:.f:w, appmpnatc chan gcs will be made to agency puhcxes and
mechanisms will be put in place to ensure adhcrencc to the pohcle.s MJlestDncs
and tlmcframes will be pmwdad whcn the review is initiated. - Ll
To ehsure that security conn;ols are Jmplcmcntcd and effectively camcd cut,a
project plan has been put in place to monitor and track all outstanding audit
findings, with particular emphasis an those related to the security-program. The
project plan is meintained on a spreadsheet and is monitored by ateam which
includes the Information Systerns Security Program Meanager and representatives .
from the Financial Management Systems Branch, Weekly team meetings are held
to determine corrective actions needed, to establish timeframes and individual
responsibility for corrective actions, and'to review the status of proposed. comective
actions. The project plan is a Kiving docurment that is submitted to the DCIC ona
bi-weekly basis, Ovcrmght is provided by the DCIO and the CIO." '
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* Recommendstion 11 - o . ,

Fafablish controls that Rural Dcvclopment’s pohmcs e Jmplcmantcd at the loca]
offiee level. .

I,
Comments -

ITWG is developing a user end technical security policy for use at the lpcal office
level. Rural Development ie represented on the ITWG group. The ISSPM review.
is scheduled for the third quarter of Fiscal Year 2004. Subsequent to the ISSPM
teview, the'manus] will be distributed to the ITWG team leaders for gcncral
.r:v:ew :

Annua] security: awa.reness u'mmng is mandated by the Computar Security Act of -
1987, the Federal Information Security Management Act of 2002, OMB - )
* Cirguler A-120, United Stateg Department of A griculture Departmental
Repulation 31401, and the Rural Development Employee Security Handbook.
Each year the agency is required to provide training to all employees, volunteers )
_ conireclors, or m.hc.rs who ha\rc BCcess to agency computer §ystems.

In response, the Unjtcd States Department of Agriculturc, together with the Office
of Persennel Management, and other federal agencies, developed online computer . -
security awareness training vsing Goleam.” This online training is designed to be
taken by gl of the United States Depariment of Agriculture employées (o ensure
consistency of the training across the United States Department of Agriculture ; and
provide accountabthty for the training. The Department set aside the month of |
September 2003 for completion. of s€curity awareness training by afl the Umted

© . States Departinent of Agriculture employees.

Course c'uml:'\lction information was provided td the agency 1888 for reporting and
. tracking purposes.: This information was shared with managers to ensure that-all
' contractors, volunteers, and. employe,es nomplete the appropriate courses within the
.designated tlme.frames

: Rura] D:velopment also conducts State’ Intema] Rewcws (S]R) to ensure that
Tnfarmation Technclogy security controls are in place at the Stafe and County
Oifice level. . SIRs consist of & corhprehensive evaluation by State managers of
the delivery of prugrams and adrmmstranve funcu ons wnthm the State.
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: h: SIR process it & State mmagcmﬂnt review .of nperanons in. ﬁcld ofﬁces and

centralized program functions to determine if policies and procedures for rnaking
and servicing loans/grants are being implemented according to Rural Development
regulations and policy; determine if policies and procedures for working with

"supported and targeted communities are being implemented as directed; evaluate

the effectiveness of administrative operations, mcludmg but not limited to,

" personne] management, contracting, collections and disbarsements, civil nghts
_ monitoring, and automated systems; identify wcalmasscs or deficiencies in the
. program and edministrative operations with specific corrective actions for their

elimination- or reduction and timeframes for complehon. recopnize effective field
ofﬁce and centralized program function actwmas in the delivery of program and in’
the managerment of pcrsonncl end resources; assess the effectiveness of "
management controls to minimize the potential for fravd, waste, unauthorized use,
or mismanagement in office operations; inform the State Director of the status of

* operaticns; inform the State Director of the status of operations and controls in all

offices; and inform the Rural Development Deputy Under Secretary for Operations
and Menagement and Agency Administrators of the effectiveness of the State’s

oversight :e.sspcmsﬂ?ﬂmes

“The review is conducted using the State Intemal Review I—Iandboak which mcludes
.an Information RcSources Management (]RM) Rcwew Gm de. The IRM Review

Guide focuses pnmnly on sc.cunty issues. -

‘ Rural Develupmcnt also has an Adm;mstrauvc Review process in place that
. includes & review of Infermetion Technology Sscnnty policies at the Jocal office
" level. Ru.ral Dcva]opmcnt offices i Mississippi were revmwedm Iune 2003, |

i ynu have a.ny que.sncms -plcase contact "Bill Morff at 314~335—BS47
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